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TopWAccessRies  Lsstupdatedi BiSTI04AM

peoechionStatsies i Interval: Last 1hour Based on: Packet Hits Display:
10000 _W Interface Rule# Hits Source Destination Service Action
inside 2 282,417 .ﬂ; SERVERS @ any IF/ip o/ Permit
7500 inside 2 45,773 [afk SERVERS @ any 16 ip o Permit
inside 9 18,075 @ any4 @ any4 HEH} HTTP-H... 7 Permit
5000 - inside 2 15,730 {af} SERVERS @ any e 0p  Permit
isp-backup 2 12,634 @ any @ any ‘ icmp o Permit
2500 1 inside 3 8,053 {agf UNRESTRICTED_... @@ any 1 ip o Permit
inside 3 7,642 UNRESTRICTED_... & any IF/ip o/ Permit
inside 3 5,350 {agf UNRESTRICTED_... @ any 16 ip o Permit
0 T T T T T R
08:53 08:54 08:55 08:56 inside 1 4,652 @} 10.9.0.0/16 @ any I ip o Permit
I Connections: 11160 Ml NAT Xlates: 10533 inside 9 3,607 @ any4 @ any4 §eB} HTTP-H... 7 Permit
~Dropped Packets Rate
50
40 1
104 Top 10 Services Top 10 Sources Top 10 Destinations Top 10 Users
Interval: Last 1thour Based on: Packet Hits « Display: _-Ple v
20 7
101 Port-8191-65535 (64276249)
0 “--‘I‘-““I-““‘I‘-“--I“-“‘I‘
08:53 08:54 08:55 08:56
W ACL Dropped: 7 [l Inspection Dropped: 0
~Possible Scan and SYN Attack Rates
POP3-995 (35651))| (287955)
1753
HTTP-80 (10076727)
150 7
1257
100 3 HTTPS-443 (51059080)
757
5090
25 Top 10Protected Serversunder SYNAttack  Lastupdated: 8:57:04AM
0 ). i . . Monitoring Window Size: 30 mins Display:
08:53 08:54 08:55 08:56
M Scanning Attacks: 22 [l Syn Attacks: 8 Rank  Server IP:Port  Interface  Average Current Total Source IP(Last Attack Time) v
¥ Active  |epfeister 15 A B &g | | | 8 |nzpeis:srosameot




W/MCAfee ‘ Web Reporter

An Intel Company

Summary

P Dates

’ Custom dates

Start [3/11/21

End [3/17/21

P Report type and filters

’ Site activity for...

P Display options

Maximum report results
50 v

Py O A X

Administration

Reports

Site activity for all web access

My Profile

@lm:;-u&:l_"ll@@.

Site

www.youtube.com
docs.google.com

mtalk.google.com
genesis.genesisedu.com

Bytes

699.64G
148.7G
39.86G
75.86G

longbranchboe-msp.itsm-usl.comodo.com 91.61G

www.gstatic.com
play.google.com
cdn.syndication.twimg.com
wwl.kl2usa.com
meet.google.com
hub.nearpod.com
clients4.google.com
www.google.com
hr.client-channel.google.com
edgedl.gvtl.com

ssl.gstatic.com
safebrowsing.googleapis.com

googleads.g.doubleclick.net
presence.api.drift.com
1045321-21.chat.api.drift.com
clientservices.googleapis.com
ios.meraki.com
adservice.google.com
api.nuedusec.com
beacons.gcp.gvt2.com

stats.g.doubleclick.net
r6---sn-ab5Ssznl7.googlevideo.com

v10.events.data.microsoft.com

logaing-service-prod.qgetepic.com

54.19G
28.66G
55.65G
52.25G
359.14G
11.72G
22.39G
105.96G
10.6G
3.28G
13.36G
9.04G
280.66M
9.5G
7.92G
3.71G
880.84M
204.5M
3.2G
9.72G
174.73M
47.42G
15.22G
5.03G

Hits

942,203
587,240
445,764
304,646
303,642
284,787
235,733
181,693
171,867
151,373
128,087
113,394
105,372
96,184
77,178
72,802
72,276
70,032
63,958
62,051
61,611
54,280
53,190
51,470
50,034
48,383
48,244
47,026
46,977

4| 10f1 [P Results: [100 ~

Site activity for all web access
3/11/21 - 3/17/21

M slock Ewarn B Allow

B override []Bypass [B Monitor
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General License Interface IP Address/Mask Line Link Kbps
Host ) BOE bps.boe inside 10.100.100.1/24 O w O w 377024
' isp-ba 152.193.17.58/30 80
ASA Version: 9.8(2) Device Uptime: 691d 16h 59m 54s isp-backup / O v © w
ASDM Version: 7.9(1) Device Type:  ASA 5555 management 192.168.1.1/24 © down ® down 0
— ) Context . outside 47.19.32.66/28 O w O w 376398
Environment Status: % 0K Total Flash: 8192 MB
Select an interface to view input and output Kbps
IPsec 4 Clientless S5L VPN: AnyConnect Client(55L,TLS,DTLS): Details This Host: PRIMARY (Active) Other Host: SECONDARY (Standby Ready)

Total Memory Usage  Total CPU Usage Core Usage Details
Memory Usage (ME)

~Connections Per Second Usage

8000 7
7000 0
08:51 08:52 08:53 08:54 08:55
6000 I UDP: 12 M TCP: 81 M Total: 100
5000 7 Ilq:—badqp v
274408 | | 4000 ~isp-backup' Interface Traffic Usage (Kbps)
3000 150
B e e e e e e e e 100
2000 7
50
1000 0
08:51 08:52 08:53 08:54 08:55
[+ T T T T .Inputhps: 22 .Outputhps: 38
08:55:54 08:51 08:52 08:53 08:54 08:55
| Latest ASDM Syslog Messages O X |
Severity Date Time SyslogID  Source IP Source Destination IP Destina Description ’
i 6 Mar 17 2021 08:55:48 302014 172.217.12,.206 443 10.253.8.12 56217 Teardown TCP connection 2553548144 for outside: 172,217, 12.206/443 to inside: 10.253.8. 12/56217 duration 0:00: 18 bytes 110384 TCP FINs ~ B
i 6 Mar 17 2021 08:55:48 302013 10.253.8.12 28860 72.21.81.240 80 Built outbound TCP connection 2553550349 for outside:72.21.81.240/80 (72.21.81.240/80) to inside: 10.253.8.12/28860 (47.19.32.78/28860) g@
i 6 Mar 17 2021 08:55:48 305011 10.253.8.12 28860 47.19.32.78 28860 Built dynamic TCP translation from inside: 10.253.8.12/28860 to outside:47. 19.32.78/28860
i 6 Mar 17 2021 08:55:48 305012 10.253.8.12 33390 47.19.32.78 33380 Teardown dynamic TCP translation from inside: 10.253.8.12/33390 to outside:47. 19.32.78/33390 duration 0:00:19
i 6 Mar 17 2021 08:55:48 302014 172.217.10.238 443 10.253.8.12 33380 Teardown TCP connection 2553547998 for outside: 172.217.10.238/443 to inside: 10.253.8. 12/33390 duration 0:00: 19 bytes 117047 TCP FINs
i 6 Mar 17 2021 08:55:48 305012 10.253.8.11 21071 47.19.32.78 21071 Teardown dynamic TCP translation from inside: 10.253.8.11/21071 to outside:47. 19.32.78/21071 duration 0:00:06
i 6 Mar 17 2021 08:55:48 302014 172.217.9.238 443 10.253.8.11 21071 Teardown TCP connection 2553549559 for outside: 172.217.9.238/443 to inside: 10.253.8.11/21071 duration 0:00:06 bytes 7650 TCP FINs v
< >

]g Active |cpfeister
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