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0157- BOARD OF EDUCATION WEBSITE

Section: Bylaws
Date Created: August, 2010
Date Edited: August, 2010

For the purposes of keeping the community informed, the Board authorizes
the Technology Manager to coordinate and oversee a school district website to
be maintained on the Internet. All items to be posted on the website shall be
approved by the Technology Manager or designee, prior to posting. In the
event the Technology Manager finds certain material that is submitted to be
posted, should not be posted, the Technology Manager shall seek approval of
the Assistant Superintendent prior to posting such material. In the event the
Assistant Superintendent, upon review of the material from the Technology
Manager, believes the material should not be posted on the website, the
material shall not be posted.

The types of information that may be posted on the website include, but are not
limited to:

Selected Board of Education policies
School District Newsletter Information
School Administration Infoermation
Job postings

and any other information the Superintendent determines appropriate for
posting on the website.

Materials containing political or editorial points of view shall be prohibited
from the website.

The Board and Superintendent shall periodically evaluate the effectiveness of
the school district website and this Policy:.

N.J.S.A. 18A:11-1

Adopted: 18 August 2010
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0169.02- Board Member Use of Social Networks

Section: Bylaws

Date Created: March, 2018

Date Edited: March, 2018

In accordance with the School Ethics Act - N.J.S.A. 18A:12-21 et seq., Board
of Education members must avoid conduct which is in violation of the public
trust or which creates a justifiable impression among the public that such trust
is being violated. To avoid conduct that may be in violation or perceived to be
in violation of the School Ethics Act, the Board of Education adopts this Policy
to provide guidance to Board members in their use of social networks.

For the purposes of this Policy, “social network(s)” shall include, but not be
limited to: Internet blogs, electronic bulletin boards, emails, social networking
websites, text messages, or any other online platform where people may post
or communicate interests, opinions, or any other information that may be
viewed by others with or without permission from the person making such post
or re-publishing such post. “Social networks” also means an Internet-based
service that allows individuals to: construct a public or semi-public profile
within a bounded system created by the service; create a list of other users with
whom they share a connection within the system; and view and navigate their
list of connections and those made by others within the system.

For the purposes of this Policy, “use of a social network” shall include, but not
be limited to: posting to a social network, reposting another person’s post to a
social network, messaging, or any other publication of material on a social
network.

Nothing in this Policy prevents a Board of Education member from using a
social network. However, a Board member must avoid conduct on a social
network that would violate the School Ethics Act — N.J.S.A. 18A:12-21 et seq.,
which includes the Code of Ethics for Board Members. Board members
should be advised communications, publications, photographs, and any other
information posted by the Board member or reposted by the Board member on
a social network could violate the School Ethics Act and be cause for sanctions
in accordance with the law.

While this Policy respects the right of Board members to use social networks,
Board members shall recognize they are held to a higher standard than the
general public with regard to standards of conduct and ethics. A Board
member’s use of social networks shall not damage the reputation of the school
district, employees, students, or their families. Board members who use social
networks shall ensure their conduct is appropriate for a Board of Education
member. Board members should exercise care in setting appropriate
boundaries between their personal and public online behavior, understanding

https://iwww.straussesmay.com/seportal/Public/DistrictPolicy.aspx?policyid=0169.02&search=Acceptable+ Policies+for+ Staff+ %26+ Studentrs &id=b50ce4ebbb. ..
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what is private in the digital world often has the possibility of becoming public,
even without their knowledge or consent.

Board members should carefully review the privacy settings on social networks
they use and exercise care and good judgment when posting content and
information. When using social networks, Board members are advised to:

1. Not post anything that would violate any of the district’s
policies for Board members;
2. Uphold the district’s value of respect for any individual(s) and

avoid making defamatory statements about the Board of
Education, the school district, employees, students, or their
families;

3. Not disclose any confidential information about the school
district or confidential information obtained as a result of being
a Board member, about any individual(s) or organization,
including students and/or their families;

4. Not use or refer to their Board of Education title or position
when soliciting for a business organization that he or she or any
immediate family member has an interest in, as well as posting
or referencing any confidential information regarding the Board
of Education or the school district obtained through their Board
membership, unless authorized by law;

5. Refrain from having communications through social networks
with other Board members regarding any Board of Education
business to avoid any potential violation of the New Jersey
Open Public Meetings Act;

6. Not respond to any postings regarding Board of Education or
school district business or respond to any question or inquiry
posted to the Board member or posted on any social network
regarding Board of Education or school district business and
shall refer any such questions or inquiries to the Superintendent
of Schools to address, as appropriate; or

7. Not post any information on a social network determined by the
New Jersey School Ethics Commission to be a violation of the
New Jersey School Ethics Act.

A Board member shall comply with all Board policies regarding acceptable
use of computers and computer networks whenever a Board member is using a
Board of Education electronic device.

If the Board or Superintendent believes a Board member’s activity on any
social network may violate the Board’s policies or the New Jersey School
Ethics Act, the Board or Superintendent may request the Board member cease
such activity.

This Policy has been developed and adopted by this Board to provide guidance
and direction to a Board member to avoid actual and/or a perceived appearance
of inappropriate conduct or conduct prohibited by the School Ethics Act while
using social networks.

N.J.S.A. 18A:12-21 et seq.
N.J.S.A. 10:4-6 et seq.
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Adopted: March 28, 2018
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2360 USE OF TECHNOLOGY

The Boatd of Education recognizes the use of technology in the educational process is an
essential part of the schooling experience. Technology is to be viewed as a resource to
enhance the learning process among other resources available to teachers and pupils. In
addition, technology can be used to enhance the administration of the schools and the
district. In order to provide direction and meaning to the use of technology as an
instructional resource, the Board encourages and suppotts staff use of technology as 2

component of the learning process, :

For purposes of this policy “technology” includes, but is not limited fo, the use of
computers and computer petipherals, communications networks, access t0 databases and
libraries of information and the integration of andio, video, multimedia devices and
media for purposes of teaching and learning.

The Superintendent, in consultation with teaching and support staff, shall recommend to
‘ the Board the acquisition of appropriate technology to best implement the curricular,
L instractional, and administrative program of the school district. The Superintendent shall
- prepare a technology plan for the school district to encompass the following:

Curricular, Instructional and Administrative Need

The technology plan shall define the curriculat, instructional and administrative need for
technological equipment and media for the district.

In-service Bducation

The Board shall provide opportunities for school staff to pé.rticipate in in-service
programs on hatdware or sofiware programs to be used in the execution of educational -
and administrative tasks. In-service progtams may be provided in or out of the district.

Standards, Codes and References

All technology installations shall conform to the industry standaxds and applicable
Federal, State and local statutes and codes.

Facilities Planning

In all facilities projects involving mew constructions, additions, and renovations the
( _ Superintendent or designee shall ensure the plans include provisions for current .and
. future technology needs in terms of the structural, electric/electronic, mechanical,
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acoustical and visual systems of the building(s). All educational specifications shall
include features requited for the use of instructional technology.

Computers

The school district will provide support or ma@nienance agresments for specified brands
of computers. All other computers purchased or donated will be subject to repair only
when non-allocated funding is available and therefore may remain unrepaired until

funding is available.
Computer Software Acquisition and Upgrading

The school district will only support the specified upgrades and training. Staff members
shall not purchase software that has not been included on & list of specified software or
has been approved by the Assistant Superintendent and/or designee.

The Superintendent will tecommend the purchase of upgrades to software as needed. An

L7 evaluation of upgrades shall be made by appropriate personnel and no upgrade shall be
Vo purchased without the express approval of the Technology Manager.
Site Licenses

In the case where more than one copy of a sofiwate program is requited, the Technology
Manager shall attempt to acquire or negotiate a site license with the software developers.
In the event a site license is not possible, vendors shall be sought who will provide

multiple copies at a discounted cost.

Software Copyright

All employees shall strictly adhere to the copyright laws of the United States. No
sofiware shall be copied and/or distributed except in accordance with these laws. All
software placed on media workstations or any network with public access shall be copy
protected by the Technology Manager, who shall assure that individuals who have access
to such programs shall not copy them without authorization.

Internal Communication (District)

The school district shall provide communication between schools by a variety of means.

e External Communications
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The Board encourages the use of external communications so schools may utilize the vast
resources of external databases and communicafe with other schools, external agencies,
and businesses throughout the world, Gateways to such communications will be
supported by the school district, The use of particular gateways shall be approved by the
Technology Manager. The Technology Manager shall be responsible for the installation
of software in district owned computers and/or computer systems that prevents access to
gateways and Internet sites that have material considered by the Technology Manager to

be inappropriate for use by pupils. .
Computer Laboratories and Distributed Computing

In order to provide teacher, staff, and pupil access to computers, the Board directs that
provisions be made o provide computer access in computer laboratories, classrooms, and

school libraries/media centers.

Axdio/Video -

All audio and/or video materials shall be used in accordance with the copyright laws of
A the United States, Teachers, pupils, or staff who create aundio or video materials
containing the voices or images of the individuals involved shall obtain proper releases
from those individuals, their parent(s) or legal guardian(s) for instructional use within the

school. T :

Informing Parents, Legal Guardians and Interested Parties

Upon request, the Building Principal shall make available to parent/legal guardians the
computer hardware and software used in the district in order that a computer purcf‘hased
privately for home use may be compatible with the computer and software the pupil uses

in the school setting.

Broadcast Rights and Copyrights

The Board specifically retains the Broadcast rights and copyrights to all materials created
by employees of the Board as part of their responsibilities to the Board, Any financial
remuneration for the use of such materials shall be retained by the Board.

Computer Security

The Technology Managet shall develop security procedures to include, but not be limited
( to, the following areas: ‘
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L Physical Security of Equipmeﬁf -

All computer equipment shall be maintained in a secure manner
appropriate to its location.

2. Data Security

a. Back-up procedures for system files, libraries, and data shall be
practiced in a timely fashion.

b. Disaster recovery plans shall be kept up-to-date at all times.
C. Password protection shall be in place and updated periodically.

d. Resource security shall be in place to prevent unauthorized access
to system files, libraries, and data.

3. Employee Training

All new employees having, as part of their job responsibilities, access to
computers and information systems will be trained in the proper security

procedures outlined above.

All employees having, as part of their job responsibilities, access to
computers and information systems will be kept up-to-date on current
security procedures for equipment and data.

4, Transaction Audit Trail

Appropriate procedures will be- maintained in order to monitor system
activity and users, as necessary.

5. Security Officer

The Superintendent shall designate the Technology Manager as the
district’s Computer Secuwrity -Officer to monitor system secutity

procedures, -

Use of Facsimile (FAX) Machines




LONG BRANCH

5(.( POLICY o BOA@ OF EDUCATION

Program
2360/Page 5 of 5
USE OF TECHNOLOGY

Fax machines provide a useful means of communicating and shall be subject to the same
rules that apply to the use of telephones, - All' incoming faxes shall be considered
confidential mail. No disclosure of the contents of any fax shall be made except to the
individual for whom the fax is infended. Any individual violating this confidentiality
shall be subject to discipline as provided by the policies and regulations of the Board.

N.J.A.C. 6A:26-6.1 et seq.
17 U.8.C. 101 &f seq.

Adopted: 18 August 2010
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2361 ACCEPTABLE USE OF COMPUTER NETWORK/COMPUTERS AND
RESOURCES

M

The Board of Education recognizes as new technologies shift the manner in which
information is accessed, communicated and transferred; these changes will alter the
nature of teaching and learning. Access fo technology will allow pupils to explore
databases, libraries, Internet sites, and bulletin boards while exchanging information with
individuals throughout the world. The Board supports access by pupils to these
information sources but reserves the right to limit in school use to materials appropriate
for to educational purposes. The Board directs the Superintendent to effect training of
teaching staff members in skills appropriate to analyzing and evaluating such resources as
to appropriateness for educational putposes.

The Board also recognizes technology allows pupils access to information sources that
have not been pre-screened by educators using Board approved standards. The Board
therefore adopts the following standards of conduct for the use of computer networks and
declares unethical, unacceptable or illegal behavior as just cause for taking disciplinary
action, limiting or revoking network access privileges and/or instituting legal action.

The Board provides access to computer networl/computers for educational purposes
only. The Board retains the right to restrict or terminate pupil access fo the computer
network/computers at any time, for any reason. School district personnel will monitor
networks and online, to maintain the integrity of the network and ensure its proper use,
and ensure compliance with Federal and State laws tha regulate Internet safety.

Standards for Use of Computer Networks

Any individual engaging in the following actions when using computer
networks/computers shall be subject to discipline ot legal action:

A.  Using the computer network(s)/computers for illegal, inapproptiate or obscene
purposes, or in support of such activities. Tlegal activities are defined as
activities that violate Federal, State, local laws and regulations. Inappropriate
activities are defined as those that violate the intended use of the networks,
Obscene activities shall be defined as a violation of generally accepted social
standards for use of publicly owned and opérated communication vehicles,

B.  Using the computer network(s)/computers to violate copyrights, institutional or
third party copyrights, license agreements or other contracts.
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C,  Using the computer network(s) in a manner that:
1. Tntentionally disrupts network traffic or crashes the network;
2. Degrades or disrupts equipment or s;}stem performarce;

3. Uses the computing resources of the school district for commercial
purposes, financial gain or fraud; .

4. Steals data or other intellectual property,

5. Gains ar secks unauthorized access to the files of others or vandalizes the

data of another pexson
6. Gains or seeks unauthorized access to resources or entities;
7. Forges electronic mail messages or uses an account owned by others;

8. Invades privacy of others;

9. Posts anonymous messages;
10.  Possesses any data which is a violation of this Policy; and/or

11.  Engages in other activities that do not advance the educational purposes
for which computer networks/computers are provided.

Internet Safety/Protection

As a condition for receipt of certain Federal funding, the school district shall be in
compliance with the Children’s Internet Protéction Act, the Neighborhood Children’s
Internet Protection Act, and has installed technology protection measures for all
computers in the school district, including computers in media centers/libraries. The
teclnology protection must #hat block and/or flter material and visual depictions that are
obscene as defined in Section 1460 of Title 18, United States Code; child pornography, as
defined in Section 2256 of Title 18, United States Code; are harmful to minors including
any pictures, images, graphic image file or other material or visual depiction that taken as
a whole and with Tespect to minors, appeals to a prucient interest in nudity, sex, or
excretion; or depicts, desctibes, or represents in a patently offensive way, with respect to
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what is suitable for minots, sexual acts or conduct; or taken as a whole, lacks serious
literary, artistic, political, or scientific value as to minors.

This Policy also establishes Internet safety policy and procedures in the district as
required in the Neighborhood Children’s Internet Protection Act. Policy 2361 addresses
access by minors {o inappropriate matter on the Internet and World Wide Web; the safefy

* and security of minors when using electronic mail, chat rooms, and other forms of direct
electronic communications; unauthorized access, including “hacking” and other unlawful
activities by minors online; unauthorized disclosures, use, and dissemination of personal
identification information regarding minors; and measutes designed to restrict minors’®
access to materials harmful to minors.

Notwithstanding blocking and/or filtering the material and visual depictions prohibited in
the Children’s Internct Protection Act, and the neighborhood Children’s Internet
Protection Act, the Board shall determine other Internet material that is inappropriate for
minors. The Board will provide reasonable public notice and will hold one annual public
hearing during a regular monthly board meeting or during a designated special board
meeting to address and receive public community input on the Internet safety policy -
Policy and Regulation 2361. '

In accordance with the provisions of the children’s Internet Protection Act, the
Superintendent of Schools or designee will develop and ensure education is provided to
every pupil regarding appropriate online behavior, inchuding pupils interacting with other
individuals on social networking sites and/or chat rooms, and cyberbullying awareness
and response. Y

The school district will certify on an annual basis, that the schools, including media
centers/libraties in the district, ae in compliance with the Children’s Internet Protection
Act and the Neighbothood Children’s Internst Protection Act and the school district
enforces the requirements of these Acts and this Policy.

Consent Requirement

No pupil shall be allowed to use the school district’s computer networks/computers and
the Internet unless they have filed with the individual school of which the stndent attends a consent

form signed by the pupil and his/her parent(s) or legal guardian(s).
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Violations

Individuals violating this Policy shall be subject to the consequences as indicated in
Regulation 2361 and other appropriate discipline, which includes but are not limited to:

L Use of the network only under direct supervision;

2. Suspension of network privileges;

3. Revocation of network privileges;

4. Suspension of computer privileges;

5. Revocation of computer privileges;

6. Suspension from school.;

7. Expulsion from school; and/or

8. Legal action and prosecution by the authorities.
N.J.S.A. 2A:38A-3

Federal Communications Commission; Children’s Internet Protection Act.
Federal Communication Commission: Neighborhood Children’s Internet Protection Act

Adopted: 18 August2010
Revised: 30 January 2013
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R 2361 ACCEPTABLE USE OF COMPUTER NETWORKS/ COMPUTERS AND

RESOURCES

The Long Branch Public Schools provide advanced technology and increased access to
learning opportunities to students and staff. Appropriate use of computer technology
allows users to access information from distant computers, create, communicate and
share information with others both near and throughout the world, and significantly
expand their knowledge base, Technology is a tool for life long learning.

For the purpose of this Policy and Regulation, “computer networks/computers” includes,
but is not limited to, the school district’s computer networks, computer Servers,
computers, other computer hardware and sofiware, Internet equipment and access, and
any other computer related equipment, '

For the purpose of this Policy and Regulation, “school district personnel” shall be the
person(s) designated by the Superintendent of Schools to oversee and coordinate the
R school district’s computer networks/computer systems, School district personnel will

“" monitor networks and online activity, in any form necessary, to maintain the integrity of
the networks, efisure proper use, and fo be in compliance with Federal and State laws that

regulate Internet safety.

Due to the complex association between government agencies and computer
networks/computers and the requirements of Federal and State laws, the end user of the
school district’s computer networks/computers must adhere to strict regulations.
Regulations are provided to assure staff, community, pupils, and patent(s) or legal
guardian(s) of pupils are aware of their responsibilities. The school district may modify
these regulations at anly time, The signatures of the pupil and his/her parent(s) or legal
guardian(s) on a district-approved Consent and Waiver Agreement are Jegally binding
and indicate the patties have read the terms and conditions carefully, understand their
significance, and agree to abide by the rules and regulations established under Policy and

Regulation 2361, .

Pupils are responsible for acceptable and appropriate behavior and conduct on school
district computer networks/computers. Communications on the computer
networks/computers are often public in nature and policies and regulations governing
appropriate behavior and communications apply. The school district’s networks, Internet
access, and computers are provided for pupils to conduct research, complete school
assignments, and communicate with others. Access to computer networks/conmputers is
given to pupils who agree to act in a considerate, appropriate, and responsible manner.
Parent(s) or legal guardian(s) permission is required for a pupil to access the school
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district’s computer networks/computers. Access entails responsibility and individual
users of the district computer networks/computers ate responsible for their behavior and
communications over the computer networks/computers. It is presumed users will
comply with district standards and will honor the agreements they have signed and the
permission they have been granted, Beyond the  clarification of such standards, the
district is not responsible for the actions of individuals utilizing the computer

networks/computers who violate the policies and tegulations of the Board.

Computer networks/computer storage areas shall be treated in the same manner as other
school storage facilities, School district personnel mey review files and communications
to maintain system integrity, confirm users are using the system responsibly, and ensure
compliance with Federal and State laws that regulate Internet safety. Therefore, no
person should expect files stored on district servers will be private or confidential.

The following prohibited behavior and/or conduct vsing the school district’s
networks/computers, includes but is not limited to, the followings

1. Sending or displaying offensive meésages or pictures;

2. Using obscene language and/or accessing material or visual
depictions that are obscene as defined in section 1460 of Title 18,

United States Code;

3,  Using or accessing material or visual depictions that are child
pornography, as defined in section 2256 of Tifle 18, United States

Code;

4, Using or accessing material or visual depictions that are harmful to
minors including any pictures, images, graphic imags files or other
material or visual depictions that taken as a whole and with respect
to minors, appeals to a prurient interest in nudity, sex, or excretion;

oF

5. Depicting, describing, or representing in a patently offensive way,

: with respect to what is suitable for minors, sexual acts or conduct;
or taken as a whole, lacks secious literary, artistic, political, or
scientific value as to minorss; .

6. Cyberbullying;
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7. Inappropriate online behavior, including inappropriate interaction
with other individuals on social networking sites and in chat

100ms;

8. Harassing, insulting, or attacking otbers;

9. Damaging computers, 'oémputer systems, or computer
networks/computers;

10.  Violating copyright laws;

11.  Using another’s password;

12.  Trespassing in another’s folders, work or files;
13.  Intentionally wasting limited resources;

14. Employing the computer networks/computers for commercial
purposes; and/or .

15.  Engaging in other activities that do not advance the educational
putposes for which computer networks/computers are provided.

INTERNET SAFETY
Compliance with Children’s Tnternet Protection Act |

As a condition for receipt of certain Federal funding, the school district has technology
protection measures for all computers in the school district, including computers in media
centers/libraries, that block and/or filter material or visual depictions that are obscene,
child pornography and harmful to minors as defined in 2, 3,4, 5,6, and 7 above and in
the Children’s Intermet Protection Act, The school district will certify the schools in the
district, including media centers/libraries are in compliance with the Children’s Internet
Protection Act and the district complies with and enforces Policy and Regulation 2361.

Compliance with Neighborhood Children’s Tnternet Protection Act

Policy 2361 and this Regulation establish an Ini:eri;et safety protection policy and
procedures to address:

1. Access by minors to inappropﬁate matter on the Infernet and
‘World Wide Web; .
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2. The safety and security of minors when using electronic mail, chat
ooms, and other forms of direct electronic communications;

3. Unauthorized access, including “hacking” and other unlawful
activities by minors online;

4. Cyberbullying;

5. Inappropriate online behavior, including inappropriate interaction
with other individuals on social networking sites and in chat

rooms;
6 Unauthorized disclosures, use, and dissemination of personal
identification information regarding minors; and
: 7 Measures designed to restrict minors® access to materials harmful
\. to minors. N

Notwithstanding the material or visusl depictions defined in the Children’s Internet
Protection Act and the Neighborhood Children’s Internet Protection Act, the Board shall
determine Internet material that is inappropriate for minors,

The Board will provide reasonable public notice'and will hold one anmual public heating
during a regular monthly Board meeting or during a designated special Board meeting to
address and receive public community input on the Tnternet safety protection policy -
Policy and Regulation 2361, Any changes in Policy and Regulation 2361 since the
previous year’s annual public hearing will also be discussed at a meeting following the

annual public hearing.

Information Content and Uses of the System

"Pupils may not publish on or over the system any information which violates or infringes
upon the rights of any other person or any information which would be abusive, profane,
or sexually offensive to an reasonable person, or which, without the approval of the
Superintendent of Schools or designated school distriet personnel, contains any
advertising or any solicitation to use goods or services. A pupil cannot use the facilities
and capabilities of the system to conduct any business or solicit the performance of any
activity; which is prohibited by law.
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Because the school district provides, through connection to the Internet, access to other
computer systems around the world, pupils and their parent(s) or legal guardian(s) should
be advised the Board and school district personmel have no control over content. While
most of the content available on the Internet is not offensive and much of it is a valuable
educational resource, some objectionable material exists. Even though the Board
provides pupils access to Internet resources through the district’s computer
networks/computers with installed appropriate technology protection measures, parents
and pupils must be advised potential dangers remain and offensive material may be
accessed notwithstanding the technology protection measures taken by the school district.

Pupils and their parent(s) or legal guardian(s) are advised sore systems and Internet sites
may contain defamatory, inaccurate, abusive, obscene, profane, sexually oriented,
threatening, racially offensive, or otherwise illegal or offensive material. The Board and
school district personnel do not condone the use of such materials and do not permit
usage of such materials in the school environment, Parent(s) ot Jegal guardian(s) having
Internet access available o their children at home should be aware of the existence of
such materials and monitor their child’s access fo the school district system at home.
Pupils knowingly bringing materials prohibited by Policy and Regulation 2361 into the
school environment will be disciplined in accordance with Board policies and regulations
and such activities may result in termination of such pupils’ accounts or access on the
school district’s computer networks and their independent use of computers.

On-line Conduct

Any action by a pupil or other user of the school district’s computer networks/computers
that is determined by school district personnel to constitute an inappropriate use of the
district’s computer networks/computers or to-improperly restrict or inhibit other persons
from using and enjoying those resources is strictly prohibited and may result in limitation
on or termination of an offending person’s access'and other consequencss in compliance
with Board policy and regulation. The user specifically agrees not to submit, publish, or
display any defamatory, inaccurate, abusive, obscens, profane, sexually oriented,
threatening, racially offensive, or otherwise illegal or offensive material; nor shall & vser
encourage the use, sale, or distribution of controlled substances. Transmission of
material, information or software in violation of any local, State or Federal law is also
prohibited and is a breach of the Consent and Waiver Agreement.

Pupils and their parent(s) or legal guardian(s) specifically agree to indemnify the school
district and school district personnel for any losses, costs, or damages, including
reasonable attorneys’ fees incurred by the Board relating to, or arising out of any breach
of this section by the pupil. Computer networks/computer resources are o be used by the
pupil for his/her educational use only; commerciel uses are strictly prohibited.
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Software Libraries on the Network

Softwate libraries on or throngh the school district’s networks are provided to pupils as
an educational resource. No pupil may install, upload, or download software without the
expressed consent of appropriate school district personnel. Any software having the
purpose of damaging another person’s aceounts or information on the school district
computer networks/computers (e.g., computer viruses) is specifically prohibited. School
district personnel reserve the rights to refuse posting of files and to remove files. School
district personnel; further reserve the right to immediately limit usage or terminate the
pupil’s access or take other action consistent with the Board’s policies and regulations of

a pupil who misuses the software libraties.

Copyrighted Material

Copyrighted material must not be placed on any system connected to the computer
networks/computers without authorization. Pupils may download copyrighted material
for their own use in accordance with Policy and Regulation 2531 Use of Copyrighted
Materials pupil may only redistribute a copyrighted program with the expressed written
permission of the owner or authorized person. Permission must be specified in the
document, on the system, or must be obtained directly from the author or authorized

source.
Public Posting Areas (Message Boards)

Messages are posted from systems connected to the Internet around the world and school
district personnel have no control of the content of messages posted from these other
systems. To best utilize system resources, school district personnel will determine
message boards, blogs, etc. that are most applicable to the educational needs of the school
district and will permit access to these sites’ through the school district computer
networks, School district personnel may remove messages that are deemed to be
unacceptable or in violation of Board policies and regulations. School distriot persornel
further reserve the right to immediately terminate the access of a pupil who misuses these

public posting areas.
Real-time, Interactive, Communication Areas

School district personnel reserve the right to monitor and immediately Iim.it the use of: the
computer networks/computers or terminate the access of a pupil who misuses real-time
conference features (talk/chat/Internet relay chaf).
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Electronic Mail

Electronic mail (“e-mail”) is an electronic message sent by or fo a person in
correspondence with another person having Iiternet mail aceess. The school district may
or may not establish pupil email accounts. In-the event the district provides email
accounts, all messages sent and received on the school district computer
networks/computers must have an educational purpose and are subject to review.
Messages received by a district-provided email account are retained on the system until
deleted by the pupil or for a period of time determined by the district, A canceled
account will not retain its e-meils. Pupils are expected to remove old messages within
fifteen days or school district personnel may remove such messages. School district
personnel may inspect the contents of e-mails sent by a pupil to an addressee, or disclose
such contents to other than the sender or a recipient when required to do so by the policy,
regulation, or other laws and regulations of the State and Federal governments. The
Board reserves the right to cooperate fully with local, State, or Federal officials in any
investigation concerning or relating to any e-mail transmitted or any other information on
the school district computer networks/computers.

Disk Usage

The district reserves the right to establish maximum storage space a pupil receives on the
school district’s system. A pupil who exceeds histher quota of storage space will be
advised to delete files to return to compliance with the predetermined amount of storage
space. A pupil who remains in noncompliance of the storage space allotment after seven
school days of notification may have their files removed from the school district’s

systent,

Security

Security on any computer system is a high priority, especially when the system involves
many users. If a pupil identifies a secutity problém on the computer networks/computers,
the pupil must notify the appropriate school district staff member. The pupil should mot
inform other individuals of a security problem. Passwords provided o pupils by the
district for access to the district’s computér networks/computers or developed by the
pupil for access to an Internet site should not be easily guessable by others or shared with
other pupils. Attempts to log in fo the system usirig either another pupil’s or person’s
account may result in termination of the account or access. A pupil should immediately
notify the Principal or designee if a password is lost or stolen, or if they have reason to
believe that someone has obtained unauthorized access to their account. Any pupil
jdentified as a security risk will have limitations placed on usage of the computer




LONG BRANCH

REGULATION  BOARD OF EDUCATION

PROGRAM
R 2361/Page 8 of 11

ACCEPTABLE USE OF COMPUTER NETWORKS/ COMPUTERS AND
T RESOURCES

networks/computers or may be terminated as a user and be subject to other disciplinary
action. ‘

Vandalism

Vandalism to any school district owned computer networks/computers may result in
cancellation of system privileges and other disciplinary measures in compliance with the
district’s discipline code. Vandalism is defined as any malicious attempt to harm or
destroy data of another user, the system, or-any of the agencies or other computer
networks/computers that are connected to the Internet backbone or of deing intentional
damage to hardware or software on the system. This includes, but is not limited to, the
uploading or creation of computer viruges.

Printing

The printing facilities of the computer networks/computers should be used judiciously.
Unanthorized printing for other than educational putposes is prohibited.

Internet Sites and the World Wide Web

Designated school district personne] may establish an Internet site(s) on the World Wide
Web or other Internet locations, Such sites shall be administered and supervised by
designated school district personnel who shall ensure the content of the site complies
with Federal, State, and local laws and regulations as well as Board policies and

regulations.
Violations

Violations of the Acceptable Use of Computer Networks/Computers and Resources
Policy and Regulation may result in a Joss of access as well as other disciplinary or legal
action. Disciplinary action shall be taken as ifidicated in Policy and/or Regulatio2361
Acceptable Use of Computer Networks/Computers and Resources, 5600 Pupil
Discipline/Code of Conduct, 5610 Suspension and 5620 Expulsion as well as possible
legal action and reports to the legal authorities and entities.

Determination of Consequences for Violations

The particular consequences for violations of this Policy shall be detetmined by the
Principal or designee The Superintendent or designee and the Board shall determine
when school expulsion and/or legal action or actions by the authorities is the appropriate

course of action,
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Individuals violating this Policy shall be subject to the consequences as indicated in

Board Policy and Regulation 2361 and other appropriate discipline, which includes but is

not limited to:
1 *
2.

>

DT R

8.

Use of computer networks/computers only under direct supervisién;
Suspension of network privileges;'

Revocation of network privileges;

Suspension of computer privileges;

Revocation of: computer privileges;

Suspension from school;

Expulsion from school; and/or.i ‘

Legal action and prosecution by the authorities.

Issued: 18 August 2010
Revised: 30 January 2013




LONG BRANCH

REGULATION BOARD OF EDUCATION

PROGRAM
R 2361/Page 10 of 11
ACCEPTABLE USE OF COMPUTER NETWORKS/ COMPUTERS AND
RESOURCES
Long Branch Board of Education
Student Acceptable Use Agreement
Network User Contract
communications

I have read and understand the regulations for acceptable nse of the electronic
system in the Long Branch Public Schools and will abide by those regulations, I also understand
that any inappropriate conduct will be dealt with as deemed appropriate by the administration and
this may include, but is not restricted to immediate revocation of internet aceess rights, detention, -
suspension, and legal proseoution. The administrators of the network are not responsible for any
misconduct or harm that I commit. I am held fully responsible for all my actions. In using this

network, I promise fo:
Be respectful of the rights, the ideas, the information, and the privacy of others.

Neither send nor receive information that can be hurtful or hermfisl to others. This includes
discrimination by race, religion, ethnic origin, sex, and sexual orientation. (I understand that this
includes the sending or recetving of sexually explicit material).

Neither receive nor distribute unauthorized copies of copyrighted software.

Name of student (print)
Siudent signature

Date

Grade

HR#

1 read and understand the regulations for accéptable use of the electronic communications system
in the Long Branch Public Schools. I also understand that even though my son/daughter's school
is providing supervision and guidance during the student's use of the Internet, complete blockage
of all unauthorized material is not guaranteed and I will not hold the school responsible for the
student's access of unauthorized material, By signing here, I give the school administration
permission to issue an access code to my son/daughter for the Long Branch Public Schools'

electronic communication system,
Name of Parent/Guaxdian (priat)
Signature of Parent/Guardian

Date
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Long Branch Board of Education
Staff Acceptable Use Agreement

I have read and understand the regulations for acceptable use of the glecironic
communications system in the Long Branch Public Schools and will abide by those
regulations. By affixing my signature below, I acknowledge that the computer hardware
and software in the building are the property of the Long Branch Board of Education. I
will, therefore, abide by all policies adopted by the Long Branch Board of Education
concerning compuier usage.

I understand that only sofiware approved by the Long Branch School District, and that is
in compliance with licensing agreements, is to be used or installed on any computer
owned by the District. I further acknowledge that only members of the District
Technology Office may install approved software.

I understand that email is not private. [ will only use email in a professional manner. As
part of my daily routine, I will access (check and reply to) my District email account. I
understand that important district-related material may be sent only via this means.

Further, I understand that siudents must use the electronic communications system in

accordance with Board policies and that it is a staff member's responsibility to supervise
any student in theit presence using this system in'the Long Branch Public Schools.

Signature

Date
Print Name

School
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2363- PUPIL USE OF PRIVATELY-OWNED TECHNOLOGY

Section: Program

Date Created: January, 2013

Date Edited: January, 2013

The Board of Education recognizes technology is always changing and
as a result of increased accessibility to technology many pupils possess
technology devices for their use during non-school hours. These
privately-owned devices may be beneficial to pupils during school
hours for approved educational purposes. Therefore, the Board of
Education will allow pupils to use their privately-owned technology
devices under conditions outlined in this Policy.

For the purpose of this Policy, “technology” means hardware or
software.

For the purpose of this Policy, “privately-owned” means technology
hardware and software that is purchased, owned, and maintained by the
pupil at no expense to the school or school district.

For the purpose of this Policy, “hardware” means any device that can
store, access, retrieve, and/or communicate data or information.
“Hardware” may include, but is not limited to, any type of computer
device; wireless telephone; electronic reader; personal digital assistant
(PDAs); video broadcasting and/or recording device; or camera.

For the purpose of this Policy, “software” means any computer
program(s) or related data that provide instruction for telling a
computer or other hardware device what to do and how to do it.

The use of privately-owned technology by a pupil in the educational
program during the school day must be approved by the pupil’s parent
or legal guardian and the school teaching staff member responsible for
supervising and/or providing the pupil’s instructional program. A
teaching staff member may approve a pupil’s use of privately-owned
technology based on the assignment(s) to the pupil. The teaching staff
member may also prohibit the use of privately-owned technology for
an assignment(s).

Teaching staff members must get prior approval from their immediate
supervisor or Principal before allowing pupils to use privately-owned
technology during instructional time.

Pupils who use privately-owned technology in school will not be given
access to the school district’s computer server(s) or network(s). In the
event the teaching staff member approves the use of privately-owned
technology to access the Internet, the access must be through the

12
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privately-owned technology without the use of any school district
hardware or software. A teaching staff member who approves a pupil
to use their privately-owned technology to access the Internet during
instructional time will provide the pupil with a list of approved Internet
sites the pupil is permitted to access. A pupil granted such permission
must comply with school district policies and regulations regarding
acceptable use of computers and technology. Any use of privately-
owned technology by a pupil shall be in strict accordance with the
teaching staff member’s specific approval(s) and Board policies and
regulations. Any violation will subject the pupil to appropriate
discipline and/or grading consequences.

The teaching staff member, in considering the use of privately-owned
technology, will ensure such approval does not provide any advantage
or benefit to the pupil who owns such technology over the pupil who
does not own such technology. The teaching staff member will not
approve the use of privately-owned technology if the teaching staff
member determines the use would be advantageous or beneficial to the
pupil who owns such technology over the pupil who does not own such
technology.

The school district assumes no responsibility for any privately-owned
technology brought to school by a pupil. The pupil shall be responsible
for the proper operation and use of any privately-owned technology
brought to school. School staff members shall not be responsible for
the effective use and/or technical support for any privately-owned
technology.

The school district shall assume no responsibility for the security of or
damage to any privately-owned technology brought to school by a
pupil. Pupils are encouraged to purchase private insurance for loss,
damage, or theft of any privately-owned technology the pupil brings to
school.

Adopted: 30 January 2013

https:/www.straussesmay.com/seportal/Public/DistrictPolicy.aspx?policyid=2363&search=Acceptable+ Policies+for+Staff+ %26+ Studentrs& d=b50ce4ebbb5f4...  2/2
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3282- USE OF SOCIAL NETWORKING SITES

Section: Teaching Staff Members
Date Created: January, 2013
Date Edited: January, 2013

The Board of Education has a strong commitment to quality education
and the well-being of all pupils, as well as the preservation of the
school district’s reputation. The Board believes staff members must
establish and maintain public trust and confidence and be committed to
protecting all pupils attending the school district. In support of the
Board’s strong commitment to the public’s trust and confidence, the
Board holds all staff members to the highest level of professional
responsibility.

The Commissioner of Education has determined inappropriate conduct
outside a staff member’s professional responsibilities may determine
them as unfit to discharge the duties and functions of their position.
Staff members should be advised communications, publications,
photographs, and other information appearing on social networking
sites deemed inappropriate by the Board could be cause for dismissal of
a non-tenured staff member or to certify tenure charges against a
tenured staff member to the Commissioner of Education.

Staff members are advised to be concerned and aware such conduct
deemed inappropriate may include, but is not limited to,
communications and/or publications using e-mails, text-messaging,
social networking sites, or any other form of electronic communication
that is directed and/or available to pupils or for public display or
publication.

While the Board respects the right of staff members to use social
networking sites, staff members should recognize they are held to a
higher standard than the general public with regard to standards of
conduct and ethics. It is important that a staff member’s use of these
sites does not damage the reputation of the school district, employees,
pupils, or their families. Staff members who utilize, post or publish
images, photographs, or comments on social networking sites, blogs, or
other forms of electronic communication outside their professional
responsibilities shall ensure their use, postings, or publications are done
with an appropriate level of professionalism and are appropriate
conduct for a school staff member. Staff members should exercise
care in setting appropriate boundaries between their personal and public
online behavior, understanding that what is private in the digital world
often has the possibility of becoming public even without their
knowledge or consent.

13



5/31/2018 ELANOnline District Policies

The school district strongly encourages all staff members to carefully
review the privacy settings on social networking sites they use and
exercise care and good judgment when posting content and information
on such sites. Staff members should adhere to the following
guidelines, which are consistent with the district’s workplace standards
on harassment, pupil relationships, conduct, professional
communication, and confidentiality.

When using personal social networking sites, school staff members:

1. Should not make statements that would violate any of
the district’s policies, including its policies concerning
discrimination or harassment;

2. Must uphold the district’s value of respect for the
individual and avoid making defamatory statements
about the school district, employees, pupils, or their
families;

3. May not disclose any confidential information about the
school district or confidential information obtained
during the course of his/her employment, about any
individual(s) or organization, including pupils and/or
their families;

4. Shall not use social networking sites to post any
materials of a sexually graphic nature;

5. Shall not use social networking sites to post any
materials which promote violence;

6. Shall not use social networking sites which would be
detrimental to the mission and function of the district;

7. Are prohibited from using their school district title as
well as adding references to the district in any
correspondence including, but not limited to, e-mails,
postings, blogs, and social networking sites unless the
communication is of an official nature and is serving the
mission of the district. This prohibition also includes
signature lines and personal e-mail accounts;

8. Shall not post updates to their status on any social
networking sites during normal working hours including
posting of statements or comments on the social
networking sites of others during school time unless it
involves a school project. ~Employees must seek
approval from the Superintendent of Schools for such
use; and

9. Shall not post or publish any information the
Commissioner of Education would deem to be
inappropriate conduct by a school staff member.

https /www.straussesmay.com/seportal/Public/DistrictPolicy.aspx?policyid=3282&search=Acceptable+Policies+for+Staff+ %26+Studentrs&id=b50cedebbb5f4... 2/3
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The Policy of this district is to maintain a level of professionalism both
during and after the school day. Any publication through any means of
electronic communication which is potentially adverse to the operation,
morale, or efficiency of the district, will be deemed a violation of this
Policy. If the Board or Superintendent believes that a staff member’s
activity on any social networking site violates the district’s policies, the
Board or Superintendent may request that the employee cease such
activity. Depending on the severity of the incident, the staff member
may be subject to disciplinary action.

This Policy has been developed and adopted by this Board to provide
guidance and direction to staff members on how to avoid actual and/or
the appearance of inappropriate conduct toward pupils and/or the
community while using social networking sites.

Adopted: 30 January 2013

https:/www.straussesmay.com/seportal/Public/DistrictPolicy.aspx?policyid=3282&search=Acceptable+Policies+for +Staff+ %26+ Studentrs&id=b50cedebbb5f4...  3/3
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The Board of Education recognizes electronic communications and the use of
social media outlets create new options for extending and enhancing the
educational program of the school district. Electronic communications and the
use of social media can help students and teaching staff members communicate
regarding: questions during non-school hours regarding homework or other
assignments; scheduling issues for school-related co-curricular and
interscholastic athletic activities; school work to be completed during a
student’s extended absence; distance learning opportunities; and other
professional communications that can enhance teaching and learning
opportunities between teaching staff members and students. However, the
Board of Education recognizes teaching staff members can be vulnerable in
electronic communications with students.

In accordance with the provisions of N.J.S.A. 18A:36-40, the Board of
Education adopts this Policy to provide guidance and direction to teaching
staff members to prevent improper electronic communications between
teaching staff members and students.

The Commissioner of Education and arbitrators, appointed by the
Commissioner, have determined inappropriate conduct may determine a
teaching staff member unfit to discharge the duties and functions of their
position. Improper electronic communications by teaching staff members may
be determined to be inappropriate conduct.

For the purposes of this Policy, “electronic communication” means a
communication transmitted by means of an electronic device including, but not
limited to, a telephone, cellular telephone, computer, computer network,
personal data assistant, or pager. “Electronic communications” include, but are
not limited to, e-mails, text messages, instant messages, and communications
made by means of an Internet website, including social media and social
networking websites.

For the purposes of this Policy, “professional responsibility” means a teaching
staff member’s responsibilities regarding co-curricular, athletic coaching, and
any other instructional or non-instructional responsibilities assigned to the
teaching staff member by the administration or Board of Education.

https /iwww.straussesmay.com/seportal/Public/DistrictPolicy.aspx7policyid=3283&search=Acceptable+ Policies+for+ Staff+ %26+ Studentrs&id=b50cedebbb5f4...  1/5
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For the purposes of this Policy, “improper electronic communications” means
an electronic communication between a teaching staff member and any student
of the school district when:

L. The content of the communication is inappropriate as defined in
this Policy; and/or

2. The manner in which the electronic communication is made is
not in accordance with acceptable protocols for electronic
communications between a teaching staff member and a student
as defined in this Policy.

Inappropriate content of an electronic communication between a teaching staff
member and a student includes, but is not limited to:

L. Communications of a sexual nature, sexually oriented humor or
language, sexual advances, or content with a sexual overtone;

2. Communications involving the use, encouraging the use, or
promoting or advocating the use of alcohol or tobacco, the
illegal use of prescription drugs or controlled dangerous
substances, illegal gambling, or other illegal activities;

3. Communications regarding the teaching staff member’s or
student’s past or current romantic relationships;

4. Communications which include the use of profanities, obscene
language, lewd comments, or pornography;

5. Communications that are harassing, intimidating, or bullying;

6. Communications requesting or trying to establish a personal
relationship with a student beyond the teaching staff member’s
professional responsibilities;

7. Communications related to personal or confidential information
regarding another school staff member or student; and

8. Communications between the teaching staff member and a
student that the Commissioner of Education or an arbitrator
would determine to be inappropriate in determining the teaching
staff member is unfit to discharge the duties and functions of
their position.

The following acceptable protocols for all electronic communications between
a teaching staff member and a student shall be followed:

1. E-Mail Electronic Communications Between a Teaching Staff
Member and a Student

a. All e-mails between a teaching staff member and a
student must be sent or received through the school
district’s e-mail system. The content of all  e-mails

https://www.straussesmay.com/seportal/Public/DistrictPolicy.aspx?policyid=3283&search=Acceptable+Policies+for+Staff+ %26+ Studentrs&id=b50cedebbb5/... 2/5
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between a teaching staff member and a student shall be
limited to the staff member’s professional
responsibilities regarding the student.

A teaching staff member shall not provide their personal
e-mail address to any student. If a student sends an e-
mail to a teaching staff member’s personal e-mail
address, the staff member shall respond to the e-mail
through the school district e-mail system and inform the
student his/her personal e-mail address shall not be used
for any electronic communication between the teaching
staff member and the student.

A teaching staff member’s school district e-mail account
is subject to review by authorized school district
officials. Therefore, a teaching staff member shall have
no expectation of privacy on the school district’s e-mail
system.

Cellular Telephone Electronic Communications Between a

Teaching Staff Member and a Student

a.

Communications between a teaching staff member and a
student via a personal cellular telephone shall be
prohibited.

)] However, a teaching staff member may, with
prior approval of the Principal or designee,
communicate with a student using their personal
cellular telephone if the need to communicate is
directly related to the teaching staff member’s
professional responsibilities for a specific
purpose such as a field trip, athletic event, co-
curricular activity, etc. Any such approval for
cellular telephone communications shall not
extend beyond the specific field trip, athletic
event, co-curricular activity, etc. approved by the
Principal or designee.

Text Messaging Electronic Communications Between Teaching
Staff Members and Students

Text messaging communications between a teaching
staff member and an individual student are prohibited.

(D) However, a teaching staff member may, with
prior approval of the Principal or designee, text
message students provided the need to text
message is directly related to the teaching staff
member’s professional responsibilities with a
class or co-curricular activity. Any such text
message must be sent to every student in the
class or every member of the co-curricular
activity. Any such approval for text messaging

https://www.straussesmay.com/seportal/Public/DistrictPalicy.aspx?policyid=3283&search=Acceptable+Policies +for+Staff+ %26+ Studentrs&id=b50ce4ebbb5f4. .
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shall not extend beyond the class or activity
approved by the Principal or designee.

4, Social Networking Websites and other Internet-Based Social
Media Electronic Communications Between Teaching Staff
Members and a Student

a. A teaching staff member is prohibited from
communicating with any student through the teaching
staff member’s personal social networking website or
other Internet-based website. ~ Communications on
personal websites are not acceptable between a teaching
staff member and a student.

b. A teaching staff member shall not accept “friend”
requests from any student on their personal social
networking website or other Internet-based social media
website. Any communication sent by a student to a
teaching staff member’s personal social networking
website or other Internet-based social media website
shall not be responded to by the teaching staff member
and shall be reported to the Principal or designee by the
teaching staff member.

C. If a teaching staff member has a student(s) as a “friend”
on their personal social networking website or other
Internet-based social media website they must
permanently remove them from their list of contacts
upon Board adoption of this Policy.

d. Communication between a teaching staff member and a
student through social networking websites or other
Internet-based social media websites is only permitted
provided the website has been approved by the Principal
or designee and all communications or publications
using such websites are available to: every student in
the class; every member of the co-curricular activity and
their parents; and the Principal or designee.

Reporting Responsibilities

In the event a student sends an improper electronic communication, as defined
in this Policy, to a teaching staff member, the teaching staff member shall
report the improper communication to the Principal or designee by the next
school day. The Principal or designee will take appropriate action to have the
student discontinue such improper electronic communications. Improper
electronic communications by a teaching staff member or a student may result
in appropriate disciplinary action.

A teaching staff member and student may be exempt from the provisions
outlined in this Policy if a teaching staff member and student are relatives.
The parent of a student and the teaching staff member requesting an exemption
from the provisions of this Policy must submit a written request to the Principal
of the student’s school indicating the family relationship between the student

https:/www.straussesmay.com/seportal/Public/DistrictPolicy.aspx?policyid=3283&search=Acceptable+Policies+for+Staff+ %26+ Studentrs&id=b50ce4ebbb5f4. .. 4/5
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and the teaching staff member. The Principal will provide written approval of
the request to the teaching staff member and the student. If the Principal does
not approve the request, the teaching staff member and the student must
comply with all provisions of this Policy. The Principal’s approval of a request
for this exemption shall only be for the individual teaching staff member and
student included in the request and for the school year in which the request is
submitted.

The provisions of this Policy shall be applicable at all times while the teaching
staff member is employed in the school district and at all times the student is
enrolled in the school district, including holiday and summer breaks.

A copy of this Policy will be made available on an annual basis, to all parents,
students, and school employees either electronically or in school handbooks.

NJ.S.A. 18A:36-40

Adopted: 27 August 2013
Revised: 03 January 2018
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3321 ACCEPTABLE USE OF COMPUTER NETWORK(S) COMPUTERS AND

RESOURCES BY TEACHING STAFF MEMBERS

The Board recognizes that as telecommunications and other new technologies shift the
manner in which information is accessed, communicated and transferred that those
changes will alter the nature of teaching and learning, Access to telecommunications will
allow teaching staff members to explore databases, libraries, Internet sites, bulletin
boards and the like while exchanging information with individuals throughout the-world,
The Board supports access by teaching steff members to information sources but reserves
the right to limit in-school use to materials apptopriate to educational purposes. The
Board directs the Superintendent to effect training of teaching staff members in skills
appropriate to analyzing and evaluating such resources as to appropriateness for

educational purposes.

The Board also recognizes that telecommunications will allow teaching staff members
access fo information sources that have not been pre-screened using Board approved
standards. The Board therefore adopts the foltowing standards of conduct for the use of
computer network(s) and declares unethical, unacceptable, inappropriate or illegal
behavior as just cause for taking disciplinary action, limiting or revoking network access
privileges, instituting legal action or taking any other appropriate action as deemed
necessary.

The Board provides access fo computer network(s)/computers for administrative and
educational purposes only. The Board retains the right to restrict or terminate teaching
staff member’s access fo the computer network(s)/computers at any time, for any reason.
The Board retains the right to have the Superintendent or designee monitor network
activity, in amy form necessary, fo maintain the integrity of the network(s) and ensure its

proper use. } . z
Standards for Use of Computer Network(s) -

Any individual engaging in the following actiohs declared unethical, unacceptable or
illegal when using computer network(s)/computers shall be subject to discipline or legal
action:

1. Using the computer network(s)/computers for illegal, inappropriate or
obscene purposes, or in support of such activities. Illegal activities are
defined as activities which violate Federal, State, local laws and
regulations, Inappropriate activities are defined as those that violate the
intended use of the network(s). Obscene activities shall be defined as a
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violation of generally accepted social standards for use of publicly owned
and operated communication vehicles,

2. Using the computer neﬁork(é)/computers to violate copyrights,
institutional ot third party copyrights, license agreements or other
contracts. o

3. Using the computer network(s) in @rﬁanner that:
a, Tntentionally disrupts network traffic or crashes the network;
b.  Degrades or distupts equipment or system performance;

c. Uses the computing resources of the school district for commercial
purposes, financial gain or frand;

d. Steals data or other intellectual property;

o e Gains or secks unauthorized access to the files of others or

vandalizes the data of another vser;

f Gains or seeks unauthorized access to resources or entities;

g Forges electronic mail messages or uses an account owned by
others; : :

k. Invades privacy of others;

i, Posts anonyimous messages;

3 Possesses any date which is a violation of this policy; and/or

k. Engages in other activities: that do not advance the educational
purposes for which computer network(s)/computers ate provided.

Violations

Individuals violating this policy shall be subject to appropriate disciplinary actions as
defined by Policy No. 3150, Discipline which includes but are not limited to:

P 1. Use of the network(s)/computers only under direct supervision;
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Suspension of network privileges;

Revocation of network privilegés;_

Suspension of computer privileges;

Revocation of computer privileges;

Suspension;

Dismissal;

Legal action and prosecution by the authorities; and/or

Any appropriate action that may be deemed necessaty as determined by
the Superintendent and approved by the Board of Education.

N.JS.A, 2A:38A-3

Adopted: 18 August 2010
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3321 ACCEPTABLE USE OF COMPUTER NETWORK(S YCOMPUTERS AND
RESOURCES BY TEACHING STAFF MEMBERS .

The school district provides computer equipment, computer services, and Internet access
to its pupils and staff for educational purposes only. The purpose of providing
technology resources is to improve learning and teaching through research, teacher
training, collaboration, dissemination and the use of global communication resources.
The “system administrators” referred to herein as employees of the school district who
administer the school district computer network(s)/compuiers and the system
administrators reserve the right to monitor all activity on network(s)/computer

facilities/computers.

Because of the complex association between so many government agencies and computer
network(s)/computers, teaching staff members must adhere to strict regulations.
Regulations are provided here so that teaching staff members are aware of their
responsibilities,. The school district may modify these regulations at any time by
publishing modified regulations on the network(s) and elsewhere.

Teaching staff members are responsible for good behavior on computer
network(s)/computers. Communications on the computer network(s)/computers are often
public in nature. Policies and Regulations goveming teaching staff members behavior
and communications apply. The school district’s network(s), Intcmet access and
computers are provided to conduct research and as a tool for instruction and to
communicate with others. Access to computer network services/computers is given to
teaching staff members who are expected to act in a considerate, responsible and
professional manner. Access is a privilege, not'a right. Access entails responsibility.
Individual users of the district computer nefwork(s)/computers are responsible for their
behavior and communications over the computer-netwotk(s)/computers. It is presumed
that users will comply with district standards, Beyond the clarification of such standards,
the district is not responsible for the actions of individuals utilizing the computer
network(s)/computers who violate the policies and regulations of the Board.

Computer network(s)/computer storage areas shall be treated in the same manuer as other
school storage facilities. Computer network(s)/computer administrators may review files
and communications to maintain system integrity and ensure that users are using the
system responsibly. Users should not expect that files stored on district servers will
always be private, Users should expect all files stored on district servers will be available
for review by the Technology Manger and/or échool administrators.
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‘Within reasonable limits, freedom of speech and access to information will be honored,
During school, teaching staff members will guide pupils toward appropriaie materials.

Behaviors including but not limited to the foIIow;:;pg are prohibited:

L.

10.

11.
12,
13.
14,
18.

Sending or displaying offensive messages or pictures;
Using obscene language;
Harassing, insulting or attacking others;

Damaging, degtading or disrupting computers, computer systems or
computer network(s)/computers;

Violating copyright laws;

Using another’s password;

Trespassing in another’s foldérs, work or files;

Intentionally wasting limited resources;

Employing the network(s)/computers for commercial purposes;

Enguging in other activilies which do not advance the educational -
purposes for which computer network(s)/computers are provided; ‘

Stealing data or other intellecmél projects;

Forging electronic mail messages;

Posting anonymous messages;

Accessing school computers ‘for other than educational purposes; and/or

Any other unethical, unacceptable, illegal and/or inappropriate activity.

Information Content and Uses of the System
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Users agree not to publish on or over the system any information which violates or
infiringes upon the rights of any other person or any information which would be abusive,
profane or sexually offensive to an average person, or which without the approval of the
system administrators, contains any advertising or any solicitation of other members to
use goods or services. The user agrees not to use the facilities and capabilities of the
system to conduct any non-school related business or solicit the performance of any
activity which is prohibited by law or is non-educational.

While most of the content availablé on the Internet is innocuous and much of it a valuable
educational resoutce, some objectionable material exists, The Board will provide pupil
access to Internet resources only in supervised envitonments and has faken steps to lock
out objectionable areas to the extent possible, but potential dangers remain, Teaching
staff members are advised that some systems may contain defamatory, inaccurate,
abusive, obscene, profane, sexually oriented, threatening, racially offensive, or otherwise
illegal material and are to supetvise pupil use of computers and the Internet, The Boa{d
and the system administrators do not condone the use of such materials and do not permit
usage of such materials in the school environment. Teaching staff members should
discipline pupils knowingly bringing such materials into the school environment in
accordance with Board policies and regulations and inform pupils that such activities may
result in termination of such pupils' accounts on the computer network(s) and their
independent use of computers. ’

On-line Conduct

Any action by a teaching staff member or other user of the school district’s computer
network(s)/computers that is determined by a system administrator to constitute an
inappropriate use of computer netwotk(s)/computers resources or 0 improperly restrict or
inhibit other members from using and enjoying those resources is strictly prohibited and
tnay result in limitation on or fermination of an offending member's account and other
action in compliance with the Board policy and regulation. The user specifically agrees
not to submit, publish, or display any defamatory, inaccurate, abusive, obscene, profane,
sexually oriented, threatening, racially offensive, ‘or otherwise illegal material; nor shall a
user encourage the use, sale, or distribution of controlled substances. Trapsmission of
material, information or software in violation of any local, State or Federal law is also

prohibited and is a breach of the Consent and Waiver Agreement,

Users agree to indemnify the Long Branch School District and the system administrators’
for any losses, costs, or damages, including reasonable attorneys' fees incurred by the
Board relating to, or arising out of any breach of this section by the user.
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Computer network(s)/computer resources are to be used by the user for his/her
educational use only; commercial uses are strictly prohibited.

Software Libraries on the Network(s)

Software libraries on the network(s) are provided to teaching staff members as an
educational resource. No teaching staff member may install, upload, or download
software without the expressed consent of the system administrator. Any software
having the purpose of damaging other members' accounts on the school district computer
network(s)/computers (e.g, computer viruses) is specifically prohibited. The system
administrators, at their sole discretion, reserve the rights to refuse posting of files and to
remove files. The system administrators, at their sole discretion, further reserve the right
to immediately limit usage or terminate the account or take other action consistent with
the Board’s policies and regulations of a member who misuses the software libraries.

Copyrighted Material

. Copyrighted material must not be placed on any system connected to the

network(s)/computers without the authot's specific written permission. Only the
owner(s) or petsons they specifically authorize may upload copyrighted material to the
system. Members may download copyrighted material for their own use in accordance
with Policy and Regulation Nos. 2531, Copying Copyrighted Materisls. Auny member
may also noncommercially redistribute a copyrighted program with the expressed wiitten
permission of the owner or authorized person. Permission must be specified in the
document, on the system, or must be obtained directly from the author.

Public Posting Areas (Message Boards/UsenetGgoups)

Usenet and Internet Relay Chat Room messages are posted from systems connected to
the Internet around the world and the school district system administrators have no
control of the content of messages posted from these other systems, To best utilize
system resources, the system administrators will determine which Usenet groups are most
applicable to the educational needs of the school district and will catty these groups on
the school district computer network(s). The system administrators or the school
administration, at their sole discretion, may remove messages posted locally that are
deemed to be unacceptable or in violation of the Board policies and regulations, The
system administrators or the school administration, at their sole discretion, further reserve
the right to immediately terminate the account of 2 member who misuses the message

boards or Usenet groups.




LONG BRANCH

| - REGULATION  BOARD OF EDUCATION

( e ' Teaching Staff Members
3321/Page 5 of 7

' ACCEPTABLE USE OF COMPUTER NETWORK(S)/COMPUTERS AND
RESOURCES BY TEACHIN G STAFF MEMBERS

Real-time, Interactive, Communication Areas

The system administrators, at their sole diséretion, reserve the right to monitor and
immediately limit the use of the computer network(s)/computers or terminate the account
of & member who misuses real-time conference features (talk/chat/Internet relay chat) etc.

Electronic Mail

Flectronic mail (“E-mail?) is an electronic message sent by or to a member in
cormespondence with another person having Internet mail access. All messages sent and
received on the school district computer network(s) must have an educational or
administrative purpose and are subject to review. A sender of an E-mail message should
expect the E-mail messages will be reviewed by the system administrators or the school
administration. Messages received by the system are retained on the system until deleted
by the recipient or for a maximum of thirty calendar days. A canceled account will not
retain its E-mail. Members are expected to remove old messages within thirty calendar
days or the system administrators may remove such messages. The system
administrators may inspect the contents of E-mail sent by one member to an addressee, or
disclose such contents to other than the sender or a recipient when required to do so by
the Board policy, regulation or other laws and regulations of the State and Federal
governments. The Board reserves the right to cooperate fully with local, State, or Federal
officials in any investigation conceming or relating to any E-mail transmitted on the
school district computer network(s) or computers. '

Disk Usage

The system administrators reserve the right to set quotas for disk usage on the system. A
member who exceeds his/her quota of disk space will be advised to delete files to xeturn
to corapliance with predetermined quotas, A member who remgins in noncompliance of
disk space quotas after seven school days of notification will have their files removed by

a system administrator.
Security

Security on any computer system is a high priority, especially when the system involves
many users. If a member feels that he/she can identify a security problem on the
computer network(s), the member must notify a system administrator. The member
should not inform individuals other than the system administrators or other designated
members of the school district staff of a security problem. Professional staff may allow
( individuals who are not members to access the system through the staff personal account
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as long as the staff person does not disclose the password of the account to the
individuals and understands that the staff person assumes responsibility for the actions of

- individuals using his/her account, Members may not otherwise allow others to use their
account and password. Passwords fo the system should not be easily guessable by others,
nor should they be words which could be found in a dictionary. Attempts to login to the
system using either another member's account or as a system admindstrator will result in
termination of the account. Members should immediately notify a system administrator
if a password is lost or stolen, or if they have reasoh to believe that someone has obtained
unanthorized access to their account. Any member identified as a security risk will have
limitations placed on usage of the computer network(s)/computers or may be terminated
as a user and be subject to other disciplinary action.

Vandalism

Vandalism will result in cancellation of system privileges and other disciplinary
measures. Vandalism is defined as any malicious attempt to harm or destroy data of
another user, the system, or any of the agencies or other network(s)/computers that are
connected to ‘the Internet backbone or of doing intentional damage to hardware or
software on the system. This includes, but is not limited to, the uploading or creation of

computer viruses.
Printing

The printing facilities of the computer network(s)/computers should be used judiciously.
Printing for other than educational, or school Telated purposes is prohibited.

Violations

Violations of the Acceptable Use of Computer Network(s)/Computers and Resources
may result in a loss of access as well as other disciplinary or legal action. Disciplinary
action shall be taken as indicated in Policy and Regulation No. 3321, Teaching Staff
Members, Acceptable Use of Computer Network(s)/Computers and Resources, Policy
No. 3150, Teaching Staff Member Discipline, as well as possible legal action and reports
to the legal anthorities and entities.

Determination of Consequences for Violations ~ ™

The patticular consequences for violations of this policy shall be determined by the
Technology Manager in mattets relating to the use of computer network(s)/computers




(

LONG BRANCH
BOARD OF EDUCATION

' REGULATION

Teaching Staff Members
3321/Page 7 of 7

ACCEPTABLE USE OF. COMPUTER NETWORK(S)/COMPUTERS AND
RESOURCES BY TEACHING STAFF MEMBERS

and by the Superintendent or designee in matters of discipline or employee suspension or
actions by the authorities are the appropriate course of action.

Individuals violating this policy shall be subject to the consequences as indicated in
Policy No. 2361 and other appropriate discipline which includes but are not limited to:

L.
2.
3.

Use of Computer Network(s)/Computers only under direct supetvision;
Suspension of network privileges;

Revocation of network privileges;

Suspension of computer privileges;

Revocation of computer privileges; -

Suspension from employment;

Legal action and prosecution by ﬂ}é authorities.

Any appropriate action that may be deemed necessary as determined by
the Superintendent and approved by the Board of Education.

Decisions of the Technology Manager may be appealed in accordance with the
appropriate employee grievance procedure, :

Issued; 18 August 2010
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The Board of Education has a strong commitment to quality education
and the well-being of all pupils, as well as the preservation of the
school district’s reputation. The Board believes staff members must
establish and maintain public trust and confidence and be committed to
protecting all pupils attending the school district. In support of the
Board’s strong commitment to the public’s trust and confidence, the
Board holds all staff members to the highest level of professional
responsibility.

The Commissioner of Education has determined inappropriate conduct
outside a staff member’s professional responsibilities may determine
them as unfit to discharge the duties and functions of their position.
Staff members should be advised communications, publications,
photographs, and other information appearing on social networking
sites deemed inappropriate by the Board could be cause for dismissal of
a non-tenured staff member or to certify tenure charges against a
tenured staff member to the Commissioner of Education.

Staff members are advised to be concerned and aware such conduct
deemed inappropriate may include, but is mnot limited to,
communications and/or publications using e-mails, text-messaging,
social networking sites, or any other form of electronic communication
that is directed and/or available to pupils or for public display or
publication.

While the Board respects the right of staff members to use social
networking sites, staff members should recognize they are held to a
higher standard than the general public with regard to standards of
conduct and ethics. It is important that a staff member’s use of these
sites does not damage the reputation of the school district, employees,
pupils, or their families. Staff members who utilize, post or publish
images, photographs, or comments on social networking sites, blogs, or
other forms of electronic communication outside their professional
responsibilities shall ensure their use, postings, or publications are done
with an appropriate level of professionalism and are appropriate
conduct for a school staff member. Staff members should exercise
care in setting appropriate boundaries between their personal and public
online behavior, understanding that what is private in the digital world
often has the possibility of becoming public even without their
knowledge or consent.

https://www.straussesmay.com/seportal/Public/DistrictPolicy.aspx?policyi d=42828&search=Acceptable+Policies+for+Staff+ %26+ Studentrs&id=b50cedebbb5f4...  1/3
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The school district strongly encourages all staff members to carefully
review the privacy settings on social networking sites they use and
exercise care and good judgment when posting content and information
on such sites. Staff members should adhere to the following
guidelines, which are consistent with the district’s workplace standards
on harassment, pupil relationships, conduct, professional
communication, and confidentiality.

When using personal social networking sites, school staff members:

l. Should not make statements that would violate any of
the district’s policies, including its policies concerning
discrimination or harassment;

2. Must uphold the district’s value of respect for the
individual and avoid making defamatory statements
about the school district, employees, pupils, or their
families;

3. May not disclose any confidential information about the
school district or confidential information obtained
during the course of his/her employment, about any
individual(s) or organization, including pupils and/or
their families;

4. Shall not use social networking sites to post any
materials of a sexually graphic nature;

5. Shall not use social networking sites to post any
materials which promote violence;

6. Shall not use social networking sites which would be
detrimental to the mission and function of the district;

7. Are prohibited from using their school district title as
well as adding references to the district in any
correspondence including, but not limited to, e-mails,
postings, blogs, and social networking sites unless the
communication is of an official nature and is serving the
mission of the district. This prohibition also includes
signature lines and personal e-mail accounts;

8. Shall not post updates to their status on any social
networking sites during normal working hours including
posting of statements or comments on the social
networking sites of others during school time unless it
involves a school project. Employees must seek
approval from the Superintendent of Schools for such
use; and

9. Shall not post or publish any information the
Commissioner of Education would deem to be
inappropriate conduct by a school staff member.

https://www.straussesmay.com/seportal/Public/DistrictPolicy.aspx ?policyid=42828search=Acceptable+Policies+for+ Staff+%26+Studentrs&id=b50cedebbb5f4...  2/3
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The Policy of this district is to maintain a level of professionalism both
during and after the school day. Any publication through any means of
electronic communication which is potentially adverse to the operation,
morale, or efficiency of the district, will be deemed a violation of this
Policy. If the Board or Superintendent believes that a staff member’s
activity on any social networking site violates the district’s policies, the
Board or Superintendent may request that the employee cease such
activity. Depending on the severity of the incident, the staff member
may be subject to disciplinary action.

This Policy has been developed and adopted by this Board to provide
guidance and direction to staff members on how to avoid actual and/or
the appearance of inappropriate conduct toward pupils and/or the
community while using social networking sites.

Adopted: 30 January 2013
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In accordance with the provisions of N.J.S.A. 18A:36-40, the Board of
Education adopts this Policy to provide guidance and direction to
support staff members to prevent improper electronic communications
between support staff members and students. The Board of Education
recognizes support staff members can be vulnerable in electronic
communications with students.

The Board prohibits all electronic communications between a support
staff member and a student. However, based on a support staff
member’s professional responsibilities electronic communications
between a support staff member and a student may be permitted with
written approval of the Superintendent or designee. The approval is
only for the school year in which the approval is granted. If the
Superintendent or designee approves electronic communications
between a support staff member and a student, the support staff member
shall be required to comply with all the provisions of this Policy.

The Commissioner of Education has determined inappropriate conduct
may determine a school staff member unfit to discharge the duties and
functions of their position. Improper electronic communications by
school staff members may be determined to be inappropriate conduct.

For the purposes of this Policy, “electronic communication” means a
communication transmitted by means of an electronic device including,
but not limited to, a telephone, cellular telephone, computer, computer
network, personal data assistant, or pager. “Electronic
communications” include, but are not limited to, e-mails, text messages,
instant messages, and communications made by means of an Internet
website, including social media and social networking websites.

For the purposes of this Policy, “professional responsibility” means a
support staff member’s responsibilities assigned to the support staff
member by the administration or Board of Education.

For the purposes of this Policy, “improper electronic communications”
means an electronic communication between a support staff member
and any student of the school district when:

https://www.straussesmay.com/seportal/Public/DistrictPolicy.aspx ?policyid=4283&search=Acceptable+use+policy&id= b50cedebbb5f451db593dc1acdcarf4?
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The content of the communication is inappropriate as
defined in this Policy; and/or

The manner in which the electronic communication is
made is not in accordance with acceptable protocols for
electronic communications between a support staff
member and a student as defined in this Policy.

Inappropriate content of an electronic communication between a
support staff member, who has been approved by the Superintendent or
designee to have electronic communications, and a student includes, but
is not limited to:

Communications of a sexual nature, sexually oriented
humor or language, sexual advances, or content with a
sexual overtone;

Communications involving the use, encouraging the use,
or promoting or advocating the use of alcohol or
tobacco, the illegal use of prescription drugs or
controlled dangerous substances, illegal gambling, or
other illegal activities;

Communications regarding the support staff member’s
or student’s past or current romantic relationships;

Communications which include the use of profanities,
obscene language, lewd comments, or pornography;

Communications that are harassing, intimidating, or
bullying;

Communications requesting or trying to establish a
personal relationship with a student beyond the support
staff member’s professional responsibilities;

Communications related to personal or confidential
information regarding another school staff member or
student; and

Communications between the support staff member and
a student that the Commissioner of Education would
determine to be inappropriate in determining the support
staff member is unfit to discharge the duties and
functions of their position.

The following acceptable protocols for all electronic communications
between a support staff member, who has been approved by the
Superintendent or designee to have electronic communications, and a
student shall be followed:

L.

E-Mail Electronic Communications Between a Support
Staff Member and a Student

2/6
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a. All e-mails between a support staff member and
a student must be sent or received through the
school district’s e-mail system. The content of
all e-mails between a support staff member and a
student shall be limited to the staff member’s
professional ~ responsibilities regarding the
student.

b. A support staff member shall not provide their

personal  e-mail address to any student. If a
student sends an e-mail to a support staff
member’s personal e-mail address, the staff
member shall respond to the e-mail through the
school district e-mail system and inform the
student his/her personal e-mail address shall not
be used for any electronic communication
between the support staff member and the
student.

c. A support staff member’s school district e-mail
account is subject to review by authorized school
district officials.  Therefore, a support staff
member shall have no expectation of privacy on
the school district’s e-mail system.

Cellular Telephone Electronic Communications Between
a Support Staff Member and a Student

a. Communications between a support staff
member and a student via a personal cellular
telephone shall be prohibited.

(1) However, a support staff member may,
with prior approval of the Principal or
designee, communicate with a student
using their personal cellular telephone if
the need to communicate is directly
related to the support staff member’s
professional responsibilities for a specific
purpose such as a field

SUPPORT STAFF MEMBERS

4283/page 4 of 6

Electronic Communications Between Support
Staff

Members and Students

trip, athletic event, co-curricular activity,
etc. Any such approval for cellular
telephone communications shall not
extend beyond the specific field trip,
athletic event, co-curricular activity, etc.
approved by the Principal or designee.

Text Messaging Electronic Communications Between
Support Staff Members and Students

https:/www.straussesmay.com/seportal/Public/DistrictPolicy.aspx?policyid=4283&search=Acceptable+use+ policy&id=b50ce4ebbb5f451db593dc1acdcarfa?

3/6




5/31/2018

ELANOnline District Paolicies

a. Text messaging communications between a
support staff member and an individual student
are prohibited.

€)) However, a support staff member may,
with prior approval of the Principal or
designee, text message students provided
the need to text message is directly
related to the support staff member’s
professional responsibilities regarding the
student. Any such text message must be
sent to every student in the class or every
member of the co-curricular activity.
Any such approval for text messaging
shall not extend beyond the activity
approved by the Principal or designee.

4. Social Networking Websites and other Internet-Based
Social Media Electronic Communications Between
Support Staff Members and a Student

a. A support staff member is prohibited from
communicating with any student through the
support  staff —member’s personal social
networking website or other Internet-based
website. Communications on personal websites
are not acceptable between a support staff
member and a student.

b. A support staff member shall not accept “friend”
requests from any student on their personal social
networking website or other Internet-based social
media website. Any communication sent by a
student to a support staff member’s personal
social networking website or other Internet-based
social media website shall not be responded to by
the support staff member and shall be reported to
the Principal or designee by the support staff
member.

c. If a support staff member has a student(s) as a
“friend” on their personal social networking
website or other Internet-based social media
website they must permanently remove them
from their list of contacts upon Board adoption
of this Policy.

d. Communication between a support staff member
and a student through social networking websites
or other Internet-based social media websites is
only permitted provided the website has been
approved by the Principal or designee and all
communications or publications using such
websites are available to: every student in the

hitps:/iwww.straussesmay.com/seportal/Public/DistrictPolicy.aspx?policyid=4283&search=Acceptable+use+policy&id=b50cedebbb5451 db593dc1acdcarfd?
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class; every member of the co-curricular activity
and their parents; and the Principal or designee.

Reporting Responsibilities

L. In the event a student sends an electronic
communication to a support staff member who has not
been approved by the Superintendent or designee to
have electronic communications, the support staff
member shall report the communication to the Principal
or designee. The Principal or designee will take
appropriate action to have the student discontinue such
electronic communications. Electronic communications
by a support staff member or a student where such
communications are not approved by the Superintendent
or designee may result in appropriate disciplinary
action.

2. In the event a student sends an improper electronic
communication, as defined in this Policy, to a support
staff member who has been approved by the
Superintendent or designee to receive electronic
communications, the support staff member shall report
the improper electronic communication to the Principal
or designee. The Principal or designee will take
appropriate action to have the student discontinue such
improper electronic communications. Improper
electronic communications by a support staff member or
a student may result in appropriate disciplinary action.

A support staff member and student may be exempt from the provisions

outlined

in this Policy if a support staff member and student are relatives. The
parent of

the student and the support staff member requesting an exemption from
the

provisions of this Policy must submit a written request to the Principal
of the

student’s school indicating the family relationship between the student
and

the support staff member. The Principal will provide written approval
of the

request to the support staff member and the student. If the Principal
does not

approve the request, the support staff member and the student must
comply with

all provisions of this Policy. The Principal’s approval of a request for
this

exemption shall only be for the individual support staff member and
student

included in the request and for the school year in which the request is
submitted.

5/6
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The provisions of this Policy shall be applicable at all times while the
support staff member is employed in the school district and at all times
the student is enrolled in the school district, including holiday and
summer breaks.

A copy of this Policy will be made available on an annual basis, to all
parents, students, and school employees either electronically or in
school handbooks.

N.J.S.A. 18A:36-40

Adopted: 27 August 2014

https:/www.straussesmay.com/seportal/Public/DistrictPolicy.aspx?palicyid=42838search=Acceptablet+use+ policy&id=b50ce4ebbb5f451db593dc 1acdcarf47 6/6
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4321 ACCEPTABLE USE OF COMPUTER NETWORK(S) COMPUTERS AND

RESOURCES BY SUPPORT STAFF MEMBERS :

The Board recognizes that as telecommunications aud other new technologies shift the
manner it which information is accessed, communicated and transferved that those
changes will alter the nature of teaching and learning. Access to telecommunications will
allow support staff members to explore databases, libraries, Intetnet sites, bulletin boards
and the like while exchanging information with individuals throughout the world. The
Board supports access by support staff members to information sources but reserves the
right to limit in-school use to materials appropriate fo educational purposes. The Board
directs the Superintendent to effect training of support staff members in skills appropriate
to analyzing and evaluating such resources as to appropriateness for educational

purposes.

The Board also recognizes that telecommunications will allow support staff membets
access 1o information sources that have not been pre-screemed using Board approved
standards. The Board therefore adopts the following standards of conduct for the use of
: computer network(s) and declares unethical, unacceptable, inappropriate or illegal
e behavior as just cause for taking disciplinary action, limiting or revoking network access
privileges, instituting legal action or taking any other appropriate action as deemed

hecessary. ‘

The Board provides access to computer network(s)/computers for administrative and
educational purposes only. The Board retains the right to restrict or terminate support
staff members’ access fo the computer netwotk(s)/computers at any time, for any reason.
The Board retains the right to have the Superintendent or designee monitor network
activity, in any form necessary, fo maintain the integtity of the network(s) and ensure its

proper use,
Standards for Use of Computer Network(s)

Any individual engaging in the following actions declared unethical, unaceeptable or
illegal when using computer network(s)/computers shall be subject to discipline or legal

action: '

A.  Using the computer network(sYcomputers for illegal, inappropriate or obscene
purposes, or in support of such activities, Ilegal activities are defined as
activities which violate Federal, State; local laws and regulations. Inappropriate
activities are defined as those that violate the intended use of the network(s).

( Obscene activities shall be defined as a violation of generally accepted social

;o standatds for use of publicly owned and-opérdted communication vehicles.
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B,  Using the computer network(s)/computers to violate copyrights, institutional ot
third party copyrights, license agresmenis or other contracts.

C.  Using the computer network(s) in a manner that:

1.
2,

3.

10.
11.

Violations

Intentionally disrupts network traffic or crashes the network;
Degrades or disrupts equipment or system performance;

Uses the computing resources of the school district for commercial
purposes, financial gain or fraud;

Steals data or other intellectual propetty;

Gains or seeks unauthorized access to the files of others or vandalizes the
data of another user; :

Gains or seeks unanthorized acggég;’ to resources or entities;

Forges electronic mail message;s or uses an account owned by others;
Invades privacy of others;

Posts anonymous messages;

Possesses any data which is a violation of this policy; and/or

Engages in other activities that do' not advance the educational purposes
for which computer network(s)/computers are provided.

Tndividuals violating this policy shall be subject to appropriate disciplinary actions as
defined by Policy No. 4150, Discipline which includes but are not limited to:

L

2‘
o (‘ 3-

Use of the network(s)/computets only under ditect supervision;
Suspension of network privileges;

Revocation of network privileges;
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4. Suspension of computer privileges; -

5. Revocation of computer privileges;

6. Suspension;

7. Dismissal;

8. Legal action and prosecntion i)y the authorities; and/or

-9, Any approptiate action that may be deemed necessaty as determined by
the Supetintendent and approved by the Board of Education.

N.J.S.A. 2A38A-3

Adopted: 18 August 2010
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4321 ACCEPTABLE USE OF COMPUTER NETWORK(S) COMPUTERS AND

RESOURCES BY SUPPORT STAFF MEMBERS

The school district provides computer equipment, computer services, and Internet access
to its pupils and staff for educational purposes enly. The purpose of providing
technology resources is to improve learning and teaching through research, teacher
training, collabotation, dissernination and the use of global communication resources.
The “system administrators™ referred to herein as employees of the school district who
administer the school district computer network(s)/computers and the system
administrators reserve the right to monitor all activity on network(s)/computer

facilities/computers.

Because of the complex association between so many govetnment agencies and computer
network(s)/computers, support steff members must adhere fo strict regulations.
Regulations are provided here so that support staff members are aware of their
responsibilities. The school district may modify these regulations at any time by
publishing modified regulations on the network(s) and elsewhere.

A Support staff members are respomsible for good behavior on computer
network(s)/computers, Communications on the computer network(s)/computers are often
public in nature. Policies and Regulations governing support staff members behavior and
communications apply. The school district’s network(s), Internet acoess and computers
are provided to conduct research and as a tool for inistruction and to communicate with
others. Access to computer network services/computers is given- to support staff
members who are expected to act in a considerate, responsible and professional manner.
Access is a privilege, not a right. Access entails responsibility. Individual users of the
district computer network(s)/computers are -responsible for their behavior and
communications over the computer network(s)/computers. It is presumed that users will
comply with district standards. Beyond the clarification of such standards, the district is
not responsible for the actions of individuals utilizing the computer network(s)/computers
who violate the policies and regulations of the Board,

Cornputer network(s)/computer storage areas shall be treated in the same manner as other
school storage facilities. Computer network(s)/computer administrators may review files
and communications to maintain system integrity and ensure that users ere using the
system responsibly. Users should not expect that files stored on distriot servers will
always be private. Users should expect all files stored on district servers will be available
for review by the Technology Manager and/or school administrators.

( Within reasonable limits, freedom of speech and access to information will be honored.
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Behaviors including but not limited to the follovlving é‘re prohibited:
1. Sending or displaying offensivémes.éages ot pictures;
2. Using obscene language; .
3. Harassing, insulting or attacking othars;.

4, Damaging, degrading or disrupting computers, compufer gystems or
¢ computer network(s)/ computers;

5, Violating copyright laws;

6 Using another’s password;

7. Trespassing in another’s folders, work or files;

8. Intentionally wasting limited resoufceg;

9. Employing the network(s)/co%nputers for commercial puiposes;

10,  Engaging in other activities which do not advance the educational
purposes for which computer network(s)/computers are provided;

11.  Stealing data or other intellectual projects;

12.  Forging electronic mail messages;

13.  Posting anonymous messages; |

14.  Accessing school computers for other than educational purposes; and/or

15.  Any other unethical, unacceptable, illegal and/or inappropriate activity.

Information Content and Uses of the System

Users agree not to ‘publish on ot over the system any information which violates or
. infringes upon the rights of any other person or any information which would be abusive,
{: ~ profane or sexually offensive to an average pesson, or which without the approval of the
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system administrators, contains any advertising ot any solicitation of other members to
use goods or services. The user agrees not fo use the facilities and capabilities of the
system to conduct any non-school related business or solicit the performance of any
activity which is prohibited by law or is non-educational.

While most of the content available on the Internet is innocuous and much of it & valuable
educational resource, some objectionable material exists. The Board will provide pupil
access to Internet resources only in supervised environments and has taken steps to lock
out objectionable areas to the extent possible, but potential dangers remain. Support staff
members ate advised that some systems may contain defamatory, inaccurate, abusive, .
obscene, profane, sexually oriented, threatening, racially offensive, or otherwise illegal
material and are to supervise pupil use of computers and the Internet. The Board and the
system administrators do not condone the use of such materials and do not permit usage
of such materals in the school environment. Support staff members should discipline
pupils knowingly bringing such materials into the school environment in accordance with
Board policies and regulations and inform pupils that such activities may result in
termination of such pupils’ accounts on the computer network(s) and their independent

use of computers.

On-line Conduct

Any action by a support staff member or other user of the school district’s computer
network(s)/computers that is determined by a system administrator fo constitute an
inappropriate use of computer network(s)/computets resources or o improperly restrict or
inhibit other members from using and enjoying those resources is strictly prohibited and
may result in limitation on or termination of an offending member’s account and other
action in compliance with the Board policy and regulation. The user specifically agrees
not to submit, publish, or display any defamatory, inaccurate, abusive, obscene, profane,
sexually oriented, threatening, racially offensive, of otherwise illegal material; nor shall a
user encourage the use, sale, or distribution of conirolled substances. Transmission of
material, information or software in violation of any local, State or Federal law is also
prohibited and is a breach of the Consent and Waiver Agreement.

Users agree to indemnify the Long Branch School District and the system administrators
for any Josses, costs, or damages, including reasonable attotneys® fees incurred by the
Board relating to, or arising out of any breach of this section by the user.

Computer network(s)/computer resources are to be used by the user for his/her
educational use only; commercial uses are strictly prohibited. : '
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Software Libraries on the Network(s)

Software libraries on the network(s) are provided to support staff mermbers as an
educational resource. No support staff member may install, upload, or download
software without the expressed consent of the system administrator. Any software
having the purpose of damaging other members' accounts on the school district compuier
network(s)/computers (e.g., computer viruses) is specifically prohibited. The system
administrators, at their sole discretion, reserve the rights to refuse posting of files and to
remove files. The system administrators, at their sole discretion, further reserve the right
to immediately limit usage or terminate the account or take other action consistent with
the Board’s policies and regulations of a member who misuses the software libraries.

Copyrighted Material

Copyrighted material must not be placed on any system comnected to the
network(s)/computers without the author’s specific written permission. Only the
owner(s) or persons they specifically authorize may upload copyrighted material to the
. system. Members may download copyrighted material for their own use in accordance
' with Policy and Regulation Nos. 2531, Copying Copyrighted Materials. Any member
may also toncommercially redistribute a copyrighted program with the expressed wriften
permission of the owner or authorized person. Permission must be specified in the

document, on the system, or must be obtained directly from the author.

Public Posting Areas (Message Boards/Usenet Groups)

Usenet and Internet Relay Chat Room messages ‘are posted from systems connected to
the Internet around the world and the schoot district system administrators have no
control of the content of messages posted from these other systems. To best utilize
system resources, the system administrators will detesmine which Usenet groups are most
applicable to the educational needs of the school district and will catry these groups on
the school district computer network(s). The system administrators or the school
administration, at their sole discretion, may- remove messages posted locally that are
deemed to be unacceptable or in violation of the Board policies and regulations. The
system administrators or the school administration, at their sole discretion, further reserve
the right to immediately terminate the account of a member who misuses the message

boards or Usenet groups.

Real-time, Interactive, Communication Areas "~
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The system administrators, at their sole discretion, reserve the right to monitor and
immediately limit the use of the computer network(s)/computers or terminate the account
of a member who misuses real-time conference features (talk/chat/Internet relay chat) etc.

Electronic Mail

Electronic mail (“E-mail”) is an electronic message sent by or to a member in
correspondence with another person having Internet mail access. All messages sent and
received on the school district computer network(s) must have an educational or
administrative purpose and are subject to review. A sender of an E-mail message should
expect the E-mail messages will be reviewed by the system administrators or the school
administration. Messages received by the system are tetained on the system until deleted
by the tecipient or for a maximum of thirty calendar days. A canceled account will not
retain its B-mail. Members arc expected to remove old messages within thirty calendar
days or the system administrators may remove such messages. The system
administrators may inspect the contents of E-mail sent by one member to an addressee, or
disclose such contents to other than the sender or a recipient when required to do so by
the Board policy, regulation or other laws and regulations of the State and Federal
governments. The Board reserves the right to cooperate fully with local, State, or Federal
officials in any investigation concerning or relating to any E-mail transmitted on the
school district computer network(s) or computers. -

Disk Usage

The system administrators reserve the right to set quotas for disk usage on the system. A
member who exceeds his/her quota of disk space will be advised to delete files to return
to compliance with predetetmined guotas. A member who temains in noncompliance of
disk space quotas after seven school days of notification will have their files removed by

a system administrator.
Security

Security on any computer system is a high priority, especially when the system involves
many users. If a member feels that he/she can identify a security problem on the
computer network(s), the member must notify a system administrator. The member
should pot inform individuals other than the system administrators or other designated
members of the school distrit staff of a security problen. Professional staff may allow
individuals who are not metnibers to access the system through the staff personal account
as long as the staff person does not disclose the password of the account to the
individuals and understands that the staff person assumes responsibility for the actions of

n
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individuals using his/her account. Members may not otherwise allow others to use their
account and password. Passwords fo the system should not be easily guessable by others,
nor should they be words which could be found in a dictionary. Attempts fo log in to the
system using either another member’s account or as a system administrator will result in
termination of the account, Members should immediately notify a system administrator
if a password is lost or stolen, or if they have reason to believe that someone has obtained
unauthorized access to their account. Any member identified as a security risk will have
limitations placed on usage of the computer network(s)/computers or may be terminated
as a user and be subject to other disciplinary action,

Vandalism

Vandalism will result in cancellation of system privileges and other disciplinary
measures. Vandalism is defined as any malicious attempt to harm or destroy data of
another user, the system, or any of the agencies or other network(s)/computers that are
connected to the Internet backbone or of doing intentional damage to hardware or
software on the system, This includes, but is not limited to, the uploading or creation of

computer viruses.
Printing

The printing facilities of the computer network(s)/computers should be used judiciously.
Printing for other than educational, or school related purposes is prohibited.

Violations

Violations of the Acceptable Use of Computer Neétwork(s)/Computers and Resources
may result in a loss of access as well as other disciplinary or legal action. Disciplinary
action shall be taken as indicated in Policy and ‘Regulation No. 4321, Support Staff
Members, Acceptable Use of Computer Network(s)/Computers and Resources, Policy
No. 4150, Support Staff Member Discipline, as well as possible legal action and zeports
to the legal authorities and entities.

Determination of Consequences for Violations

The particular consequences for violations of this policy shall be determined by the
Technology Manager in matters relating fo the use of computer network(s)/computers
and by the Superintendent or desiguee in matters of discipline or employee suspension or
actions by the authorities deemed to be the appropriate course of action.




ST

LONG BRANCH

REGULATION ___ BOARD OF EDUCATION

Support Staff
4321/Page 7 of 7

ACCEPTABLE USE OF COMPUTER NETWORXK(S)/ COMPUTERS AND
RESOURCES BY SUPPORT STAFF MEMBERS

Individuals violating this policy shall be subject fo the consequences as indicated in
Policy No. 2361 and other appropriate discipline which includes but are not limited to:

L. Use of Computer Network(s)/Computers only under direct supervision;

2. Suspension of network privileges;
3 Revocation of network privileges;
4, Suspension of comput& privileges;
5. Revocation of computer privileges;

6. Suspension from employment;
7. Legal action and prosecution by the authorities.

Decisions of the Technology Manager may be appealed in accordance with the
appropriate employee grievance procedure,

Issued: 18 Aungust 2010
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The Board of Education may provide technology devices to staff
members for the express purpose of enhancing productivity and
improving operational efficiency. The purpose of this Policy is to
establish general guidelines for the issuance and utilization of any
school district technology device provided to staff members. For the
purposes of this Policy, "technology device" or "device" shall include,
but not be limited to, portable devices such as computers, laptops,
tablets, cellular telephones, or any other computing or electronic
devices the school district provides to staff members to be used in their
school business related responsibilities.

A technology device provided by the school district to a staff member
may include pre-loaded software. A staff member shall not download
additional software onto the technology device or tamper with software
included on the technology device. Only school district authorized
staff members may load or download software onto a school district
provided technology device. A staff member(s) will be designated to
administer and implement the issuance of school district technology
devices to staff members.

In the event the Board of Education provides a technology device to a
staff member, the staff member shall be required to sign an agreement
with the Board of Education requiring the staff member to comply with
certain provisions. These provisions may include, but are not limited
to:

l. A technology device provided to a staff member shall be
used for the sole and express purpose of conducting
official school district business;

2. Use of all such devices is subject to the school district’s
acceptable use of technology policies and any other
Board policies regarding appropriate and acceptable
conduct by a staff member;

3. All technology devices are considered the personal
property of the Board of Education and shall be returned
upon termination of employment with the school district

https://www.straussesmay.com/seportal/Public/DistrictPolicy.aspx7policyid=75228search=Acceptable+Policies+for+Staff+ %26+ Studentrs&id=b50cedebbb5f4... 1/4
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or immediately upon request by the Superintendent of
Schools or designee;

4. Technology devices provided by the school district to
staff members may include the school district's software
image and pre-loaded software for specific tasks. The
installation of other software images or software on such
technology devices may only be done by school district
authorized staff members;

5. Staff members that are provided technology devices are
expected to take all appropriate measures and
precautions to prevent the loss, theft, damage, and/or
unauthorized use of such technology devices. These
appropriate measures and precautions for school district
provided technology devices to staff members shall
include, but are not limited to, the following:

a. Keep the technology device in a locked and
secured environment when not being used,

b. Do not leave the technology device in a vehicle
for prolonged periods of time, especially in
extreme temperatures;

C. Keep food and drinks away from all technology
devices and work areas;

d. Prohibit the use of any technology device by any
other person except as authorized by the
Superintendent or designee;

e. Do not leave the technology device unattended at
any time in an unsecured location (e.g., an
unlocked empty classroom or office); and

f. Keep the technology device in sight at all times
while in public places, such as public
transportation, airports, restaurants, etc.

6. Should the staff member have reason to believe the
technology device may have been stolen, the staff
member must:

a. Immediately report the incident to his/her
immediate supervisor;

b. File an official police report documenting the
theft; and
c. Provide a copy of the police report to his/her

immediate supervisor.

If a staff member fails to adhere to these procedures, the
staff member will be held legally and financially
responsible for the replacement of such technology

hitps:/iwww.straussesmay.com/seportal/Public/DistrictPolicy. aspx?policyid=7522&search=Acceptable+Policies+for+ Staff+ %26+ Studentrs&id=b50cedebbb5f4...  2/4
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device. A staff member may be financially responsible
for the loss or damage of a technology device;

7. A staff member must contact the district designated
staff member in the event the technology device is not
functioning properly or for repairs and/or required
maintenance;

8. The Board of Education is under no legal, financial, or
other obligation to provide a replacement technology
device to any employee whose device is lost, stolen, or
damaged,;

9. Any technology device provided to a staff member is the
property of the Board of Education. As such, the staff
member shall have no expectation of privacy in the use
of such device. The technology device may have
security settings, monitoring or auditing software,
tracking technology, and any other software that could
monitor the use of the technology device;

10. The staff member(s) designated to administer and
implement the issuance of technology devices to staff
members shall:

a. Maintain direct oversight of the inventory of
devices, service contracts, agreements, and
internal controls for all school district provided
technology devices provided to staff members;
and

b. Ensure compliance with regulatory policies and
procedures as applicable.

11. Any violation of Board of Education policies or
procedures including, but not limited to, school district
provided technology devices to staff members;
acceptable use of computer networks, computers, and
resources; and/or inappropriate staff conduct may result
in appropriate disciplinary action.

A copy of this Policy shall be attached to the agreement that shall be
signed by any staff member who receives a technology device in
accordance with the provisions of this Policy.

https://www.straussesmay.com/seportal/Public/DistrictPolicy.aspx?policyid=7522&search= Acceptable+Policies+for+Staff+ %26+ Studentrs&id=b50cedebbb5f4...  3/4
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Adopted: 30 October 2013
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The Board of Education may provide technology devices to pupils in
the district school district authorized use only. The purpose of this
Policy is to establish general guidelines for the issuance and utilization
of any school district technology device provided to pupils of this
district. For the purposes of this Policy, "technology device" or
"device" shall include, but not be limited to, portable devices such as
computers, laptops, tablets, cellular telephones, or any other computing
or electronic devices the school district provides to pupils to be used as
part of their educational program.

A technology device made available to pupils will not be considered a
textbook or supply, as defined in N.J.S.A. 18A:34-1, mandatory to a
successful completion of the classroom curriculum. Therefore, because
a technology device defined in this Policy is not mandatory to a
successful completion of a pupil’s classroom curriculum, a pupil will
not be required to obtain a technology device provided by the school
district as defined in this Policy. In the event the school district
provides a technology device that is deemed mandatory to a successful
completion of the classroom curriculum, the district will provide pupils
with such a technology device consistent with its textbook or supply
policies. Nothing in this Policy prohibits a pupil from using their
personal technology device in accordance with school rules and
regulations.

A technology device provided by the school district may include pre-
loaded software. A pupil is prevented from downloading additional
software onto the technology device or tampering with software
installed on the technology device. Only school district authorized
staff members may load or download software onto a school district
provided technology device.

To receive a school district provided technology device, the parent and
pupil must sign a School District Provided Technology Device Form
requiring the parent and the pupil to comply with certain provisions.
These provisions may include, but are not limited to:

1. A school district provided technology device must be
used only by the pupil for school district authorized
use;
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A pupil shall comply with the school district’s
acceptable use of technology policies, which shall be
attached to the School District Provided Technology
Device Form, in their use of any school district
provided technology device;

Any school district provided technology device loaned
to a pupil must be returned to the school district in the
condition it was initially provided to the pupil
considering reasonable use and care by the pupil;

The parent or pupil shall be responsible to reimburse the
school district the cost of any technology device that is
lost, damaged beyond reasonable use or beyond its
value, abandoned, missing, stolen, or cannot be returned
to the district in accordance with the terms of the School
District Provided Technology Device Form;

The district may require, or offer as an option,
depending on the type of technology device provided to
the pupil, an insurance policy to be purchased by the
parent or pupil that would cover certain losses or
damage to a technology device during the time period
the pupil has possession of the device. The parent or
the pupil shall pay any insurance policy required
deductibles in the event of a loss;

In the event the school district does not require the
purchase of an insurance policy for a technology device
or the parent or pupil elects not to purchase optional
insurance, the parent and/or pupil shall be responsible
for any loss or damage to the technology device in
accordance with the terms of the School District
Provided Technology Device Form;

A pupil will be required to report any hardware or
software problems in the operation of the device to the
school district staff member, designated on the School
District Provided Technology Device Form, within two
school days of the commencement of the problem;

A pupil must report to the school district staff member
designated on the School District Provided Technology
Device Form within two school days in the event the
technology device has been damaged or is missing;

A parent or pupil is required to immediately file a police
report in the event it is believed the technology device
has been stolen. Within one school day after filing a
police report, a parent or pupil shall complete the
School District Provided Technology Device Loss
Form and submit the completed Loss Form and a copy
of the police report to the Principal or designee;
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10. A pupil shall be required to provide routine cleaning
and care of the device in accordance with school district
cleaning and care guidelines;

11. The pupil shall have the technology device in their
possession in school as required; and

12. Any other provisions the Superintendent of Schools
determines should be included on the School District
Provided Technology Device Form.

The school district will provide the pupil and parent with written or
electronic notification that the technology device provided by the
school district may record or collect information on the pupil’s activity
or the pupil’s use of the technology device if the device is equipped
with a camera, global positioning system, or other feature capable of
recording or collecting information on the pupil’s activity or use of the
device. This notification shall also include a statement that the school
district shall not use any of the capabilities in a manner that would
violate the privacy rights of the pupil or any individual residing with
the pupil. The parent shall be required to acknowledge receipt of this
notification and the parent acknowledgement shall be retained by the
Principal or designee for as long as the pupil retains the use of the
school district provided technology device. The parent

acknowledgement and a signed School District Provided Technology
Device Form shall be required before the issuance of a technology
device to a pupil. In accordance with the provisions of P.L. 2013,
Chapter 44, a school district failing to provide this notification shall be
subject to a fine of $250 per pupil, per incident. The fine shall be
remitted to the New Jersey Department of Education, and shall be
deposited in a fund that shall be used to provide laptop or other portable
computer equipment to at-risk pupils as defined in N.J.S.A. 18A:7F-45.

Pupils shall comply with all school district policies for the use of a
school district provided technology device. A pupil shall be subject to
consequences in the event the pupil violates any school district policy,
including the district’s acceptable use policies; pupil code of conduct;
any provision of this Policy; or any provision of the School District
Provided Technology Device Form.

N.J.S.A. 18A:34-1
P.L. 2013, Chapter 44 — “The Anti-Big Brother Act”
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